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1
Decision/action requested

This paper proposes the key issue and potential security requirements for EPC RLOS access.  
2
References

3
Rationale

pCR provides key issue details and potential security requirements for unauthenticated UEs access to RLOS using EPC.
4
Detailed proposal

*************** Start of Change ****************
5.X
Key Issue #X: Support for Unauthenticated UEs access to RLOS using EPC

5.X.1
Key issue details

A large number of malicious and unauthenticated UEs with RLOS connection could deplete network resources in EPS network by incurring additional signalling and generating traffic. The attach request including an authorization for the unauthenticated UE to access RLOS can help the network to prevent DoS attack by malicious and unauthenticated UEs.

5.X.2
Security threats

The attacker can launch DoS attack on EPS network by simply introducing many malicious UEs to initiate RLOS access to the network.  

5.X.3
Potential security requirements

The EPS System shall support a mechanism for authorizing unauthenticated UEs access to RLOS.
*************** End of Change  ****************
