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1
Decision/action requested

SA3 is kindly asked to approve the key issue contents for TR 33.855 proposed below.
2
References

[1]
3GPP TR 33.855
Study on security aspects of the 5G Service Based Architecture (SBA)
3
Rationale

Key Issue #16 “N32 error signalling” of TR 33.855 was agreed during the last SA3 meeting, but is currently missing any further details. The present pCR proposes contents to this key issue.
4
Detailed proposal

*** FIRST CHANGE ***
4.2.7
Key Issue #16: N32 error signalling

4.2.7.1
Issue description
The N32 interface connects two SEPP that are potentially controlled by different mobile network operators or even other parties in case an operator decides to outsource certain security functionalities. The fact that N32 also allows for modifications by authorized intermediaries arguably renders it one of the most complex interfaces of the 5GC. Therefore, N32 needs to support error signalling capabilities for all significant message exchanges and foreseeable error cases in order to enable SEPP operators to perform testing and debugging during setup and operation.
4.2.7.2
Threat description
Missing support for error signalling on the N32 interface will prevent SEPP opertors to efficiently analyze and debug errors that may occur. In turn, this may negatively affect the stability of inter-PLMN signalling, thereby violating the essential security principle of availability.
4.2.7.3
Potential security requirements
The SEPP shall support the functionality to signal errors that may occur on the receiving end of communication back to the sending SEPP.
The SEPP shall be able to make sense of error signalling messages received on N32 and take action based on operator-controlled local configuration.
*** END OF CHANGES ***
