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1
Decision/action requested

This contribution proposes a new KI for TR 33.807.
2
References

[1]
TR 33.807: 
Study on the security of the Wireless and Wireline Convergence for the 5G system architecture   (Release 16)
3
Rationale

TR 23.716 introduces the need to provide solutions to support security for Wireless and Wireline Convergence in 5G. The security procedures for Wireless and Wireline Convergence in 5G may become overwhelming, and increase signaling and communications latency.

In addition, KI #3 from TR 23.716 introduces an issue to address: How authentication solution efficiently and adequately supports the Wireless wireline convergence.
This contribution proposes a new Key Issue for TR 33.807 to address the security for Wireless and Wireline Convergence in 5G.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.807
***
BEGIN CHANGES
***

Z.Y
Key Issue #Y: Efficient security overhead for Wireless and Wireline Convergence in 5G
Z.Y.1
Key issue details
There is a need to provide solutions to support security for Wireless and Wireline Convergence in 5G. 
SA2 (see SID in SP-180115) will study how to support end user devices  with and without UICCs that may connect to the convergent 5G CN from behind a Residential Gateway (5G-RG or FN-RG). Security for such devices should be efficiently designed and implemented using existing 3GPP building blocks and NAS based authentication mechanisms.
Z.Y.2
Security threats
The security signaling overhead for Wireless and Wireline Convergence in 5G may become overwhelming, and increase signaling and communications latency.

Lowered security protection for Wireless and Wireline Convergence in 5G can serve as a vulnerability for exploits and attacks on 5G Wireless and Wireline Convergent Networks (e.g., eavesdropping, bidding down attacks).
Z.Y.3
Potential security requirements
5G Wireless and Wireline Convergent networks that may include end user devices with or without a UICC that connect to the convergent 5G CN from behind a Residential Gateway should provide at least equivalent level of security mechanisms as in EPS.
5G Wireless and Wireline Convergent networks that may include end user devices with or without a UICC that connect to the convergent 5G CN from behind a Residential Gateway (5G-RG or FN-RG) should limit the security signaling overhead for Wireless and Wireline Convergence.

The identification and authentication mechanisms for 5G Wireless and Wireline Convergent networks, that may include end user devices with or without a UICC that connect to the convergent 5G CN from behind a Residential Gateway (5G-RG or FN-RG), should efficiently and adequately support Wireless and Wireline Convergence.

***
END OF CHANGES
***

