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1
Decision/action requested

It is requested to approve the proposed change and incorporate it in TR 33.841. 
2
Rationale
This PCR gives justification for the increase of the level of integrity protection in 5GS and proposes new text for Section 8, Assessment of the requirement impact of a longer MAC. 
3
Detailed proposal

*** BEGIN CHANGES ***
8
Assessment of the requirement for and impact of a longer MAC

Editor's Note: This section will contain the study on whether a longer MAC is appropriate for 5G.  Note that the higher data rates achievable in 5G should be able to accommodate a reasonable MAC-I size increase without suffering significant performance degradation.  It is also to be studied whether an integrity algorithm different from the ones standardized for 5G phase 1 needs to be developed.
8.A Introduction 
Within 3GPP networks, when a use case requires integrity protection for user plane traffic using a MAC longer than 32 bits, it can be achieved either using over-the-top application layer integrity protection mechanisms requiring no changes to the 3GPP network or the 3GPP networks can provide native support for these use cases by using a longer MAC. 
Editor’s Note: It is FFS whether there are security risks that compromise the integrity of the applications if a longer MAC is not supported by 3GPP networks natively and if so, what they are. It is also FFS how the use of longer MAC can be negotiatiated securely given that there might be legacy networks that do not support longer MAC.
8.B Integrity Protection for Control and User Planes  

Currently, 3GPP requires integrity protection only for Control Plane traffic for UMTS, EPS, and Rel-15 of 5GS. Integrity protection of User Plane traffic in Rel-15 of 5GS is optional to use. 
It is arguably more expensive to implement larger MAC size for User Plane integrity protection than for Control Plane integrity. However, one can envision a line of services that require levels of OTA integrity protection that are higher than established 32-bit MAC can provide.
8.C MAC tag length impact on security

The MAC-I is fundamental for ensuring that messages sent within the 3GPP system have cryptographic integrity protection ensuring they cannot be forged or modified. Currently, 5G specifies the use of MAC algorithms with 128-bit key and a 32-bit MAC tag length.  In the case of NIA1 and NIA2, the 32-bit tag length is obtained by truncating the output of the MAC algorithm; NIA1 natively produces a 64-bit tag, while NIA2 produces a 128-bit tag.

Truncating MAC tags is a common practice, provided that the MAC key length is sufficient to meet the desired security strength of the scheme.  However, the MAC tag length does have an impact on security, as it indicates the likelihood that an adversary with no knowledge of the MAC key can present a message and tag that would pass verification.  That is, with a 32-bit MAC tag length, a trivial forgery attack would allow an attacker to forge a message after 2^ (32-1) attempts.  Short MAC tags could create an unacceptable security risk in systems that allow an attacker to attempt a large number of messages that would be verified by a given MAC key, depending on the system’s tolerance for accepting a forged message. Some operator services (e.g., Ultra-Reliable Communications, Critical Communications, Government Communication) may require levels of integrity protection that are beyond the level achieved by a 32-bit MAC.
While guidance from NIST allows MAC tags as short as 32-bits, it recommends tag lengths of at least 64-bits [xx] to reduce the likelihood of accepting forged data. Use of shorter MAC tags may be appropriate in certain constrained use cases where the system is able to limit the number of messages failing verification under a given key. Protocols with high data throughput and long-lived keys should use a MAC tag of at least 64 bits. 
Editor's Note: It is for future study and analysis the application of this attack to the specific 3GPP case, i.e. what an attacker can achieve in practice with an attempted forgery attack on 3GPP integrity protection.
8.D Minimal Level of Integrity Protection
The currently adopted 32-bit size of MAC-I and the corresponding level of protection should be minimally accepted when integrity protection is applied in 5GS Rel-16 and beyond.
Editor's Note: It is for future study the appropriate length of MAC-I for messages with different rsisk levels

8.E Conclusion 

*** END OF CHANGES ***


