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Decision/action requested

Clarifications to solve editor’s notes of solution #5
2
References

 [1]
3GPP TR 33.834 v0.4.0
3
Rationale

This contribution aims to address the three additional risks identified for Solution #5 "Extended USIM OTA process" in clause 9.5.3.6.  
1st additional risk

Editor's note: Evaluation of additional risk when one set of parameter (K/OPc or K/TOPc) is compromised whether all sets would be compromised too.

If one set of parameters (K/OPc or K/TOPc) is compromised during its transport between the personalisation centre and the operator, or in the home network operator premises, then all the other sets of parameter stored at the personalisation centre would not be compromised. 

At the personalisation centre, all the long term keys and associated parameters are securely stored thanks to HSM-based KMS (Key Management System). This is a common way to secure the generation and the storage of credentials at personalisation centre that is compliant to GSMA Security Accreditation Scheme (SAS). 
2nd additional risk

Editor's note: Evaluation of security risk and complexity is to be done when "The other sets of parameters generated are kept in the personalisation centre using secured storage means.”

All the long term keys and associated parameters are securely stored thanks to HSM-based KMS (Key Management System). This solution is secure and does not add important complexity since the use of KSM at personalisation centre is frequent and compliant to GSMA Security Accreditation Scheme (SAS). 
3rd additional risk 

Editor's note: The compromise of a LTK may be the result of an attack method common to all LTK’s on the UICC as redescribed in Clause 7.11. For example, 1- a security compromise at the factory (UICC vendor or subscription manager) where K is generated, or 2- a local attack (e.g. side channel) on the UICC in the supply chain. In that case, all other LTK’s on the UICC may also have be considered compromised.

The generation of the long term keys and associated parameters takes place in HSM-based KMS (Key Management System). The use of KMS is well known to protect the generation and the storage of credentials at the personalisation centre. Then a secure channel is set up between the KMS and the UICC to secure the transport of the sensitive data between the KMS and the UICC. This solution is compliant to GSMA Security Accreditation Scheme (SAS).
Conclusion
The generation and the storage of sets of parameters at the factory does not introduce any additional security issues when they are generated and stored in HSM-based KMS and exchange with the UICC through a secure channel. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.834 [1].

   *** START of 1st CHANGE ***

9.5.3.6
Assessment of additional risks



If a HSM-based KMS (Key Management System) compliant to GSMA Security Assurance Scheme (SAS) is used at the personalization centre, then the long term keys and associated parameters, e.g. K/OPc or K/TOPc, are securely generated and stored at personalisation centre. If not, then the long term keys and associated parameters, e.g. K/OPc or K/TOPc may be compromised over time.

*** END of 1st CHANGE ***

