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Decision/action requested

Endorse proposal below
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Rationale

According to current agreements, SA3 is developing an application layer solution (Solution #2 in [1]) for protection of the interconnect (N32). 

There are several lists of building blocks needed for designing such a solution, for example in S3-181397 [2]. However, for several of the essential parts of the desired application layer solution, no solution proposal has been presented in SA3 yet. This includes derivation of session keys (only short discussion in conference call, no concrete solution proposed), actual protection of the JSON objects by JOSE and cipher suite negotiation (only short discussion in conference call, no concrete solution proposed by SA3 contribution).

Hence we believe that a change of focus in the SA3 work is needed, in order to design the application layer solution in time for Rel-15. In more detail, we believe the following is needed:

0)
Agree on the scope of the minimal Rel-15 application layer solution. We propose: end-to-end encryption for certain IEs, as defined in clause 5.9.3.3 of [3], and end-to-end integrity protection between SEPPs, without the capability for verifiable IPX provider modifications.

1)
Agree on a list of necessary building blocks for a minimal Rel-15 application layer solution, more detailed than the scope agreed in 0), e.g. based on the one in [2].

2) 
Identify the missing pieces among these building blocks.

3)
Prioritize work on the missing pieces identified in 2), compared to building blocks that are not necessary for a minimal Rel-15 solution. 

A comment on the timeline for the minimal application layer solution: We believe that the main stage-2 parts need to be in place at SA3#91bis in May, to allow CT4 to start stage-3 work. Corrections (cat-F CRs) and collaboration with CT4 on stage-3 details could still be done afterwards.
We also propose to use the following list, based on the one in [2] as a starting point for the work on 1) ("Agree on a list of necessary building blocks") and 2) ("Identify the missing pieces among these building blocks").
1. Key management 
a. Symmetric or asymmetric cryptography (root keys, session/security association keys)
i.  Root keys asymmetric according to agreement from conference call
ii.  Session/security association keys: TBD
b. Derivation of session/security association keys
i. TBD

c. Scope of session/security association keys

i.  Agreement from conference call: as wide scope as possible, details TBD
2. Rewriting of the HTTP message (including reverse process at receiving SEPP) into JSON object 
(identify JSON IEs, binary data, parts of URI, headers) 
a. Possible to use mechanism from S3-180898 (IPX modification solution)?
i. Agreement from conference call: yes

b. Is it necessary to split up the URI and/or extract the SUPI? Or can the whole URI remain intact?
i. Agreement from conference call: Whole URI remain intact

3. Protection of the JSON object 
a. Mechanism proposed in SBA living document: JOSE 
i. Details TBD

b. Agreement from SBA living document: Confidentiality protection of parts of the JSON object, integrity protection of the whole JSON object
4. Cipher suite negotiation (encryption and integrity protection algorithms)
a. Agreement from conference call: re-use TLS tunnel from security capability negotiation, details TBD
5. JOSE cipher suite profile for 3GPP
a. TBD

6. Error handling 
a. Handling of failed integrity check/decryption
i. Agreement from conference call: SEPP discards messages

b. Signaling of dropped messages to opposite SEPP?
c. Does the SEPP have to signal errors back to the NF the message originated from?
7. IPX provider modifications 
a. Agreement from conference call: not in Rel-15

8. SEPP message protection policies

a. Is a minimal version needed in Rel-15? TBD 
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Detailed proposal

It is proposed to endorse the following:

Proposal: SA3 agrees on the following way forward for Rel-15 interconnect security:

0)
Agree on the scope of the minimal Rel-15 application layer solution. We propose: end-to-end encryption for certain IEs, as defined in clause 5.9.3.3 of [3], and end-to-end integrity protection between SEPPs, without the capability for verifiable IPX provider modification.

1)
Agree on a list of necessary building blocks for a minimal Rel-15 application layer solution, more detailed than the scope agreed in 0), e.g. based on the one in [2].

2) 
Identify the missing pieces among these building blocks.

3)
Prioritize work on the missing pieces identified in 2), compared to building blocks that are not necessary for a minimal Rel-15 solution.
