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3
Rationale

In S3-181247 [2], Gemalto concludes that Solution#5 should be chosen as the preferred solution from the LTKUP TR (3GPP TR 33.834 [1]).
Vodafone believes this is the wrong conclusion as Solution 5 has several significant drawbacks as detailed in the elaluation in S3-81410 [3].

Vodafone believe that the Solution 4b is the best choice of solution and proposes the following text…..
4
Detailed proposal

**********************    Start Change   *****************************

10
Conclusions

10.1
Issues Identified
The present document identifies that it is possible for the Long Term Keys stored in the USIM to leak in the following ways:

Long Term Keys might massively or individually leak to an attacker or attackers for a number of reasons, e.g.:

a)
a security compromise at the factory (SIM vendor or subscription manager) where K is generated.

b)
a security compromise of the communication channel over which Ki is transported from SIM vendor or subscription manager to network operator.

c)
a compromise of the mobile operators’ equipment or software.

d)
an insider attack on the key store at a network operator or SIM vendor.

e)
a local attack (e.g. side channel) on the SIM card in the supply chain.

f)
a local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer.

g)
by accident due to misconfiguration in the mobile operator network.

The report identifies the following key issues relating to the storage and use of long term keys:

-
K exposed for a single subscriber

-
K exposed for a batch of subscribers

-
LTK Derivation vs. LTK Transport

-
undetected leakage of K

To evaluate the solutions, the report identifies the following criteria:

-
The key issues addressed

-
Impact on USIM and ISIM, types and releases

-
Impact on USIM hardware and software

-
Key exchange protocols and their transportation
-
3GPP technologies supported
-
Assessment of additional risks

-
Lawful Interception impacts
-
Impact on core and RAN networks
-
Ease of implementation

10.2
Summary of the evaluations

The following table summarises the solution evaluations:

Table 7.2-1: Summary overview of the proposed solutions

	Criteria
	Solution#1
	Solution#2
	Solution#3
	Solution#4
	Solution#5
	Solution#6

	Key issues addressed
	KI#1,KI3
	Partial KI#1, full KI#2 and KI#4
	KI#1, KI#2, KI#3, KI#4
	KI#1, KI#2, KI#3, KI#4
	Partial KI#1, full KI#2 and KI#4
	KI#1, KI#2, KI#3, KI#4

	USIM and ISIM, types and releases
	eSIM only
	All
	All
	All
	All
	eSIM only

	Impact on USIM hardware and software
	none
	low
	Requires Public Key functions and preloaded certificates. 
	Requires Diffie-Hellman support 
	low
	Requires preloaded certificate and certificate verification

	Key exchange protocols and their transportation
	GSMA over any bearer
	Multiple paths required
	SCP11a over any bearer
	Four options:

a) Signalling

b) OTA

c) USSD

d) BEST

b is preferred
	Multiple paths required
	No transport defined

	3GPP technologies supported
	2G,3G,4G,5G
	3G,4G,5G
	2G,3G,4G,5G
	2G,3G,4G,5G
	2G,3G,4G,5G
	2G,3G,4G,5G

	Assessment of additional risks
	Not suitable for M2M
	Storage risk in HPLMN and Sim supplier
	FFS if certificate is new long term risk.
	None significant
	Storage risk in HPLMN and Sim supplier
	Not suitable for M2M

	Lawful Interception impacts
	none
	none
	none
	none
	none
	none

	Impact on core and RAN networks
	none
	Additional HLR provisioning required
	Additional HLR provisioning required
	Additional HLR provisioning required, OTA updated for Diffie-Hellman
	Additional HLR provisioning required
	Requires updates to eSIM solutions and additional provisioning

	Ease of implementation
	Available now
	Low impact to implement
	High Impact
	Low Impact
	Low impact to implement
	High Impact

	Comments
	Requires user interaction and user loses user data on Key change
	Does not address many significant issues
	Requires a full PKI solution
	Solution 4b preferred as it has the lowest impact
	Does not address many significant issues
	Solution is very high level


For detailed evaluation see the relevant evaluation sections.

10.3
Overall Conclusions

Based on the solutions and evaluations in this document, Solution 4b should be developed into normative specifications.


