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1
Decision/action requested

This contribution proposes that certificate-based N3IWF authentication is not needed for non-3GPP access. According to the analysis below there does not exist a threat which would justify that UEs need to be able to validate the certificate of the N3IWF of the visited network.
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Rationale

3.1
Introduction

At SA3#90bis a pCR [1] was approved which added certificate-based N3IWF authentication for IKEv2 in non-3GPP access in TS 33.501. This contribution claims that according to the analysis below there does not exist a threat which would justify that UEs need to be able to validate the certificate of the N3IWF of the visited network. Hence certificate-based N3IWF authentication is not needed for non-3GPP access.
Figure 7.2.1-1 from TS 33.501 is shown below for reference. 
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Figure 7.2.1-1 fom TS 33.501: Authentication for untrusted non-3GPP access

3.2
Analysis of threats if N3IWF is authenticated at step 14

The threat in [1] was described as follows: “If the UE cannot authenticate the N3IWF directly at the beginning of the communication, then there is a risk that the UE would detect a fake N3IWF only at a late stage in the procedure. IKEv2 alloes to send a certificate in the CERT payload of the AUTH request from the N3IWF, which would enable the UE authenticates the N3IWF identity.”
In IKEv2 the IKEv2 responder (N3IWF in this case) can be authenticated two times. First time with a certificate in the first IKE_AUTH response message (step 4) and second time in the last IKE_AUTH exchange using the key resulting from the EAP authentication (step 14). Step 14 is the final step before the IPsec tunnel is set-up. Therefore, a fake N3IWF will be detected during the last IKE_AUTH exchange (after NAS SMC) before any data is sent over the IPsec tunnel. When comparing the situation to registration and authentication over 3GPP access the corresponding AN node, namely gNB, will be authenticated during AS SMC procedure (after NAS SMC) before any data is sent over data radio bearers. Therefore, authenticating the N3IWF only at step 14 would be comparable to 3GPP access. I.e. the same NAS messages would be exposed to a possible fake AN node in 3GPP access (fake gNB) and non-3GPP access (fake N3IWF). 
Open issue: According to [1], NAS messages between steps 5 and 13 carrying Registration request, authentication messages and NAS SMC procedure need protection in the form of server-side authenticated channel over non-3GPP access. It is not clear to us what concrete threat is introduced for these messages that needs protection over non-3GPP access but does not need such protection over 3GPP access. 
Observation: In the absence of such threat, the 3GPP case and non-3GPP case should be handled similarly, especially since the extra protection on non-3GPP access has quite significant complexity and cost (see also below).
It has been mentioned that N3IWF is reachable from the internet and therefore extra protection is needed compared to a 3GPP base station. The IKE_SA_INIT procedure establishes an integrity protected and encrypted but unauthenticated channel between IKEv2 peers. (More precisely, the channel is unauthenticated until the IKE_SA_INIT exhance is later authenticated with an IKE_AUTH exchange which also authenticates the IKEv2 responder.) A fake N3IWF needs to act as an active attacker on the path between the UE and the real N3IWF. The fake N3IWF could only relay IKEv2 messages (including NAS messages) between the victim UE and real N3IWF until step 14 when it will be detected. 
Observation: A fake N3IWF needs to be on the path between the UE and real N3IWF to perform an active attack and it cannot access or modify protected messages (e.g. NAS SMC) since it does not have the needed keys. 
In general, it can be said that authenticating the N3IWF sooner is more secure than authenticating later, but the security benefit is measured by the severity of the threat which the solution would mitigate. In particular, the security benefit should be compared to the complexity and cost of the solution. 
Observation:  The solution in [1] implies that the UEs need to be able to validate the certificate of the visited network N3IWF, and a root certificate distribution mechanism from the VN to the UE or PKI needs to be in place. It can be noted that in non-3GPP access to EPC, the ePDG (node corresponding to N3IWF) is authenticated with certificate to the UE, but it has not been specified how the ePDG root certificates are provisioned to the UEs.
There are two distinct aspects where certificate-based N3IWF authentication could be useful. However, as described below, they are already covered by other measures in 5G. 

IMSI catching: A fake N3IWF could try to do IMSI catching by luring the victim UE to send its IMSI in clear within the unauthenticated IKE channel. However, this is not possible in 5G due to privacy enhancements by sending SUCI instead of SUPI. 
Serving network authentication: The N3IWF certificate could provide serving network authentication, which was one of its purposes in TS 33.402 for non-3GPP access to EPC. However, as EAP-AKA’ instead of EAP-AKA is used in 5G for non-3GPP access, serving network authentication is already covered. 
4
Detailed proposal

Conclusion: Based on the analysis above, we do not see a need for authenticating the N3IWF with a certificate in step 4. No concrete threat has been presented why N3IWF authentication in step 14 is not sufficient, and the solution brings unjustified cost in the form that UEs would need to validate a certificate of the visited network N3IWF. 
Proposal: It is sufficient to authenticate the N3IWF in step 14 using the keys resulting from EAP authentication. This functionality is specified in RFC 5998 [2], which enables the IKEv2 initiator (UE) and IKEv2 responder (N3IWF) to omit certificate authentication in step 4 and perform authentication in step 14. It is proposed to apply RFC 5998 in TS 33.501 and agree the companying CR to TS 33.501.
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