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1
Decision/action requested

Approve pCR to living document S3-180888.
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Rationale

In the context of the application layer solution for N32 (Solution #2 in the living document [1]), it has been discussed to rewrite the HTTP message into a JSON object. This would allow applying JOSE protection not only to the JSON payload, but also to other elements of the HTTP message. 

A concrete proposal for such a process already exists: S3-180898 [2], which was included in the living document [1] as clause 4.3.2.2.2.1, does not only describe a solution for integrity protected modifications of the message, but as part of the solution also a HTTP to JSON rewriting process. We propose to include this part of the solution as a separate solution, as this process is of importance even for a solution without standardized modifications of intermediaries.
4
Detailed proposal

pCR to living document S3-180888:

All text is new, hence no change marks are present.
*** BEGIN CHANGES ***
4.3.2.2.2.X
Rewriting of HTTP message into JSON-object
The solution "Integrity protection based on JSON patch" described in clause 4.3.2.2.2.1 also contains a solution for rewriting the HTTP message into a JSON object. Once the HTTP message has been rewritten in this way, it becomes more straight-forward to apply JOSE protection to selected elements of the message. Hence the rewriting process is of importance even for a solution without standardized modifications of intermediaries. 
It thus seems reasonable to consider the following steps as a separate solution:
Rewriting of HTTP-message into JSON-object:

The vSEPP shall encapsulate the HTTP request into a JSON object encapsulatedRequest consisting of three JSON objects: 

-
the request line shall be put into an element called requestLine containing an element each for the method, the URI, and the protocol of the request received in step 1.

-
the header of the request received in step 1 shall be put in into an element called httpHeaders, with one element per header of the original request.

-
the body of the request received in step 1 shall be put into an element called http body.

Editor's Note: It is for further study, whether including the identity of the vSEPP in the JSON-object is necessary.
*** END CHANGES ***

