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: This pCR proposes to include the authentication procedure between API invoker and AEF upon the service invocation in TS 33.122.
1
Decision/action requested

It is proposed to approve the updates given in this pCR.
2
References

[1] TS 23.222 V15.0.0 (2018-01)

[2] TS 33.122 V0.1.0 (2018-01) 

3
Rationale

The TS 23.222 [1] subclause 8.15 describes the architectural procedure to perform authentication between the API invoker and the AEF upon the service invocation. Subclause 8.15.2 has a note which clarifies the SA3 scope to develop the information flows for the procedure. 
Taking into consideration the following analysis, this pCR proposes the security procedure to perform authentication between the API invoker and the AEF upon the service invocation.

The authentication between the API invoker and the API exposing function for every service API invocation can be time consuming and can delay the service invocation process. The invocation/access token, authentication and authorization information received by the API invoker from the CAPIF core function/AEF during an initial authentication if used as such or repeatedly for authentication between API invoker and AEF upon the service invocation can lead to replay or masquerading attack. Therefore the authentication procedure needs to be lightweight and robust.
4
Detailed proposal

5.2.2
Authentication and Authorization 

Editor’s Note: This clause will define authentication and authorization procedures on CAPIF-2e reference point.
***** Start of Change *****
5.2.2.y
Security procedure for authentication between API invoker and API exposing function (AEF) upon the service invocation
Figure 5.2.2.y-1 describes the procedure for mutual authentication between the API invoker and the API exposing function (AEF) upon the service API invocation.
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Figure 5.2.2.y-1: Procedure for the authentication between the API invoker and the AEF upon the service API invocation
1.
The API invoker sends the Service API invocation request message to the API exposing function (AEF) including authentication information such as CAPIF API invoker ID, Invocation token, Requested service API ID(s) and related information as decribed in TS 23.222 [3] subclause 8.15. 
2.
Upon receiving the Service API invocation request message from the API invoker, the AEF shall retrieve the API invoker related information from the CAPIF core function. The API invoker related information includes CAPIF API invoker ID, authorization information such as Invocation token, the requested service API ID(s), trust level of the API invoker and the AEF Authentication token.
3.
Based on the information obtained in step 2, the AEF verifies the identity and authentication information of the API invoker. Also, the AEF shall verify the CAPIF specific API invoker ID, Invocation token and the requested service API(s) indicator with the applicable Service API information provided by the CAPIF core function to check if the API invoker with its subscription is allowed to access the requested Service API type.

4.
If the verification in step 3 is successful, the AEF shall send the Service API invocation response message to the API invoker including the AEF Authentication token received from the CAPIF core function, accepted service API ID(s), and the assigned Service API(s) invocation count based on the API invoker’s subscription and its trust level.
5.
The API invoker shall use the received and stored AEF Authentication token to verify the authenticity of the AEF. If the verification is successful, the API invoker invokes the accepted Service API(s).

***** End of Change *****
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