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1
Decision/action requested

Capture work on DC in a running CR to clause 6.10 and endorse a simple structure.
2
References

[1]
3GPP TS 37.340
3
Rationale

This contribution provides a way forward for structuring the content on the security mechanisms for dual connectivity in clause 6.10. 
First, mind that the Dual Connectivity architecture in the 5G RAN involves two different RATs, namely E-UTRA and NR. Consequently, there are two types of DC architectures depending on the RATs involved. For Single RAT DC, only RAN nodes of the same RAT are involved. In Multi RAT DC, RAN nodes of different RATs are involved.

Second and for the reference the stage 2 specification of the MR DC feature which is generalized to both EPC and 5GC is captured in TS 37.340 [1]. The work on the parts related to the 5GC case, which is relevant to us, is ongoing and is expected to be completed in June 2018 as stated in an EN.
Nevertheless, the security solution for MR DC is expected to be similar to that for EN DC with the following exceptions.

· There is no longer a need to perform the mapping of security algorithms at the Master Node (MN) side. Both the MN and the Secondary Node (SN) obtain the UE security capabilities including both the LTE and NR ones as received from the Core Network.

· The handling of the User plane security policy is the same in the MN and the SN regardless of the RAT. For example, if a node does not support integrity protection then it shall reject a PDU session for which the policy requires the activation of integrity protection.
This renders the description simpler and helps us avoid the separation between the different cases of MR DC based on the MN RAT as it was proposed in the previous meeting. The structure we propose for clause 6.10 is given below.
1. Introduction

a. General

b. Dual Connectivity architecture

2. Security mechanisms
a. Addition or modification of Radio Bearers in Secondary Node

b. Security activation for offloaded Radio Bearers

c. Derivation of keys for Radio Bearers terminated in Secondary Node

d. Negotiation of security algorithms

e. Secondary key update
4
Detailed proposal

It is proposed to capture the work on Dual Connectivity in a running CR to clause 6.10 and to endorse the structure/approach described above.
