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Decision/action requested

This contribution proposes a new solution of accessing management exposure interface
2
References
[1]


3GPP TR 33.811 v 0.4.0:  “Study on security aspect of 5G network management slicing”.
3
Rationale

According to “5.1.3 security requirements” in TR 33.811 [1], Communication Service Management Function (CSMF) and Network Slice Management Function (NSMF) should authenticate each other before CSMF can access slice management interface, furthermore, the CSMF should be authorized before accessing slice management interface. This proposal provides a solution to achieve this goal.
4
Detailed proposal
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Solutions
6.Y
Solution #1.z: Security procedures for Management Exposure Interface 
6.Y.1
Introduction

This solution addresses key issue of #1 unauthorized access to management exposure interface.
6.Y.2
Solution details
6.Y.2.1
Security within operator’s trust domain
It is up to the operator’s security policy to protect the interface.
6.Y.2.2
Security when service provider is outside the operator’s trust domain
6.Y.2.2.1
Mutual authentication
Mutual authentication shall be performed between CSMF and NSMF based on client and server certificate using TLS [x1], or based on pre-shared key using TLS-PSK [x2].
Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [x3], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. The key distribution of PSK is up to the operator’s security policy and out of scope of the present document. 
6.Y.2.2.2
Security profiles
TLS shall be used to provide integrity protection, replay protection and confidentiality protection for the management exposure interface. The support of TLS on the management exposure interface is mandatory.
6.Y.2.2.3
Authorization of CSMF’s slice management service requests
After the mutual authentication, NSMF determines whether the CSMF is authorized to send requests through management interface. OAuth 2.0 [x4] shall be used as the authorization mechanism. 

An authorization functuion of NSMF takes the role of the Authorization Server, CSMF is the Client, and NSMF resource function providing slice management services is the Resource Server [x4].
6.Y.2.2.4
Authorization of CSMF’s discovery of slice management service

Service discovery is required to allow CSMF to obtain the information of the target NSMF, such as IP address and URI. The discovery of slice management services shall follow TS 23.502 [x5], where NSMF resource function shall take the role of NRF to response to the service discovery request from CSMF. Before slice management service discovery, and NSMF shall authorize the service discovery following the authorization method in 5.1.4.2 in TS23.502 [x5].
6.Y.3
Evaluation
*************** END of Change 2 ****************
