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Attachments:
S3-181192-discussion-on-RRC-INACTIVE security
1. Overall Description:

SA3 thanks RAN2 for the LS (R2-1804136/S3-181xxx) “LS on security for inactive state”. 

SA3 discussed and analysed RAN2 agreements regarding RRC inactive state and when the UE performs resume or RNA update and the related working assumptions. SA3 would like to provide the following feedback.

1. When the UE receives NCC as the connection is suspended, this NCC and all other security parameters (e.g., integrity protection and ciphering algorithms) are associated with the UE and the last serving gNB.

2. When UE decides to resume the session, UE protects MSG3 with keys associated with the last serving gNB, e.g., Krrcint is based on the identity of the integrity protection algorithm the UE negotiated with the last serving gNB.

3. Similarly, MSG4 will be protected using RRC integrity protection and encryption keys which depend on the identity of the integrity protection and encryption algorithms negotiated between the target gNB and UE, i.e., between the two entities protecting MSG4.
SA3 would also like to indicate that in all similar scenarios which include UE movement, SA3 always assumes that the target gNB may support security algorithms or security algorithms’ priority that are different than what the last serving gNB support, e.g., UE transition from RRC-IDLE to RRC-CONNECTED, Xn and N2 handover. 

SA3 would like to emphasize that whatever mechanism RAN2 adopts for resume and RNAU procedures, such a mechanism must support security negotiation between the UE and the target gNB based on the fact that the target gNB security algorithms or security algorithms’ priority may be different than those of the last serving gNB. It is unclear to SA3 how the RAN2 working assumptions would support the principle of security negotiation between the UE and the target gNB if MSG4 is ciphered.
In addition, SA3 would like to inform RAN2 that SA3 continues to enforce 2-hop forward security in all handover and state transition scenarios. For example, the target gNB must receive a new NCC* (and corresponding NH* or KgNB*) and must communicate the new NCC* to the UE in all subsequent handovers and/or when suspending the UE to RRC inactive state. It is unclear to SA3 how the RAN2 working assumptions would support 2-hop forward security if NCC is provided by the last serving gNB in the suspend message.
Finally, SA3 would like to indicate that any RRC message which contains a new I-RNTI is recommended to be ciphered and integrity protected.

SA3 would like RAN2 to take the above SA3 feedback into account while deciding on the mechanism for RRC Inactive state transition when the UE performs resume or RNA update. For further details on SA3 analysis of the RRC-INACTIVE state transition security, please see the attachment S3-181192. 
2. Actions:

To RAN2 group.

ACTION: 

1. RAN2 is kindly requested to consider SA3 feedback as described above while deciding on resume and RNAU procedures. 
2. SA3 kindly requests RAN2 to keep SA3 informed of the progress of this item.
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