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1
Decision/action requested

It is requested to approve the proposed change and incorporate it in TR 33.841. 
2
Rationale
This PCR is adding background information on security of MAC algorithms and tags to Section 8.
3
Detailed proposal

*** BEGIN CHANGES ***
8
Assessment of the requirement impact of a longer MAC

Editor's Note: This section will contain the study on whether a longer MAC is appropriate for 5G.  Note that the higher data rates achievable in 5G should be able to accommodate a reasonable MAC-I size increase without suffering significant performance degradation.  It is also to be studied whether an integrity algorithm different from the ones standardized for 5G phase 1 needs to be developed.

8.Z Security of MAC algorithms and tags 

Adversaries attempting to deceive the receiver of the message, does not know the secret key. Attackers, however,  can observe the format of the messages, and are aware of the MAC algorithm. Their goal is to try to inject a fraudulent message and append a MAC value which will be accepted by the receiver. Such attackers may choose the following attack strategies: 
Forgery attack: this attack consists of predicting the value of MACK(x) for a message x without initial knowledge of K. If the adversaries can do this for a single message, they are said to be capable of existential forgery. If the adversaries are able to determine the MAC for a message of their choice, they are said to be capable of selective forgery. Ideally, existential forgery is computationally infeasible; a less demanding requirement is that only selective forgery is is computationally infeasible. Practical attacks often require that a forgery is verifiable, i.e., that the forged MAC is known to be correct on beforehand with probability near 1. 
Key recovery attack: this attack consists of recovering the integrity key Kint from a number of message/MAC pairs. Such an attack is more powerful than forgery, since it allows for arbitrary selective forgeries. Ideally, any attack allowing key recovery requires about 2k operations (k is the bit-length of Kint). Verification of such an attack requires k/m text-MAC pairs (where m is the length of MAC tag). In addition, this attack requires that computation of MACK(x) is easy, given MAC(), K, and an input x. In general, key recovery attack may be seen as an attack on MAC generation algorithm.
Both, the forgery attack and the key recovery attack can be further classified based on the type of control the adversaries have over the device computing the MAC value (e.g., complete or partial compromise). For example, in a chosen-text attack, an adversaries may receive from the compromised device multiple MACs corresponding to a number of messages of their choice, before completing their (forgery or key recovery) attack. 
*** END OF CHANGES ***

