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1
Decision/action requested

This paper discusses how to use a key left at the AUSF to perform fast re-authentication.
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Discussion

Document [1] described AUSF and UE may store Kausf. The stored Kausf most likely to be used for fast re-authentication for multiple registration in different PLMN. Fast re-authentication for EAP-AKA' can be a design guidance of fast re-authentication for 5G AKA.
Key generation of fast re-authentication for EAP-AKA' is described in [2] as follows:

       MK = PRF'(K_re, "EAP-AKA' re-auth" || Identity || counter || NONCE_S)
       MSK  = MK[0..511]
       EMSK = MK[512..1023]

Where K_re is derived from IK' || CK' during previous full authentication. If the EAP Server want to perform fast re-authentication next time, it will send attribute AT_NEXT_REAUTH_ID to the UE during the authentication procedure, if UE supports fast re-authentication for EAP-AKA’, it will store home keys if AT_NEXT_REAUTH_ID is received.

If UE supporting EAP-AKA' fast re-authentication not only stores K_re, but also stores Kausf, hence fast re-authentication for 5G AKA can be performed.
As the authentication method is selected by HPLMN, UE shall indicate its capabilities whether it can perform fast re-authentication for EAP-AKA’ and/or fast re-authentication for 5G-AKA to the HPLMN, so that the HPLMN can select correct authentication method for fast re-authentication, or not perform fast re-authentication. As registration request shall include 5G-GUTI, and AMF will include SUPI in 5G-AIR, the capability combined with the SUPI can be used as a fast re-authentication ID.
Proposal 1: A new IE of fast re-authentication capabilities is needed for designing fast re-authentication for 5GC.
If UE performs full authentication for EAP-AKA’ and only stores K_re, the capabilities only indicates the support of fast re-authentication for EAP-AKA’, if UE stores K_re and Kausf, the capabilities indicates support of fast re-authentication for both EAP-AKA’ and 5G AKA.

If UE performs full authentication for 5G AKA and stores Kausf, the capabilities only indicates the support of fast re-authentication for 5G AKA.

If UE does not store above keys, UE shall not send the capabilities.
Proposal 2: The content of the capabilities depends on the home keys the UE stored during previous authentication.
If AUSF receives the fast re-authentication capabilities from the UE, the AUSF can determine not to perform fast re-authentication. If the AUSF only stores K_re, and the capabilities indicates UE support fast re-authentication for EAP-AKA’, the AUSF can chose EAP-AKA’ for fast re-authentication. If the AUSF stores K_re and Kausf, and the capabilities indicates UE support both, the AUSF can chose EAP-AKA’ or 5G AKA based on local policy for fast re-authentication. If the AUSF store Kausf, and the capabilities indicates UE support fast re-authentication for 5G AKA, the AUSF can chose 5G AKA for fast re-authentication.

Proposal 3: AUSF determines whether to perform fast re-authentication, and determines which authentication method is used for fast re-authentication based on local policy, fast re-authentication capabilities, and keys stored on AUSF.
Fast re-authentication for 5G AKA is used for multiple registration in different PLMN. Key generation for 5G AKA fast re-authentication shall not impact security context per the PLMN via which UE has registered. Kausf can be unchanged during fast re-authentication for 5G AKA.
Proposal 4: 5G AKA fast re-authentication for multiple registration in different PLMN shall not impact Kausf and existing security context in UE.
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Conclusion
Proposal 1: A new IE of fast re-authentication capabilities is needed for designing fast re-authentication for 5GC.

Proposal 2: The content of the capabilities depends on the home keys the UE stored during previous authentication.
Proposal 3: AUSF determines whether to perform fast re-authentication, and determines which authentication method is used for fast re-authentication based on local policy, fast re-authentication capabilities, and keys stored on AUSF.
Proposal 4: 5G AKA fast re-authentication for multiple registration in different PLMN shall not impact Kausf and existing security context in UE.
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