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******************* SECOND OF CR *******************************************
6.9a
Rules on Concurrent Running of Security Procedures

Editor's Note: The rules are referenced here only as far as the NAS layer is concerned. Work on this sub-clause needs to take into account TS 33.401, clause 7.2.10, steps 8 and 9. Note that forwarding an old KAMF unchanged defeats backward security. A possible solution, for phase 1 without stand-alone SEAF, is forwarding only one or more NH, NCC pairs based on the old KAMF as only these will be needed by the new AMF. This solution assumes that the new KAMF can be taken into use after only a few handovers.

6.9a.1
Rules related to AS and NAS security context synchronization

Concurrent runs of security procedures may, in certain situations, lead to mismatches between security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be adhered to: 

1.
AMF shall not initiate any of the N2 procedures including a new key towards a UE if a NAS Security Mode Command procedure is ongoing with the UE.

2.
The AMF shall not initiate a NAS Security Mode Command towards a UE if one of the N2 procedures including a new key is ongoing with the UE.

6.9a.2
Rules related to parallel NAS connections

Concurrent runs of security procedures in parallel over two different NAS connections when terminated in the same AMF can lead to race conditions and mismatches between the security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be followed:

1.
The SEAF/AMF shall not initiate a primary authentication or NAS SMC procedure in case a primary authentication or a NAS SMC procedure is ongoing on a parallel NAS connection. Authentication procedures followed by a NAS SMC procedures taking the new 5G security context into use, shall be performed on one NAS signalling connection at a time.

2.
When the AMF has sent a NAS Security Mode Command to a UE in order to take a new KAMF into use and receives a context transfer request for the UE from another AMF, the AMF shall wait for the completion of the NAS SMC procedure before transferring the context, and shall not include any parameter indicating key change in the transferred context. 

3.
When the AMF has sent a NAS message Auth-Req to a UE and receives a context transfer request for the UE from another AMF, the AMF shall wait for the completion of the authentication procedure before transferring the context, and then include an ABBA parameter specified in clause 6.7.2 in the transferred context. When the AMF receives the context transfer response and the context includes an ABBA parameter, it shall send a NAS Security Mode Command message including the ABBA parameter as described in clause 6.7.2. 
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