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Decision/action requested

To agree the proposed pCR for CAPIF-Sec TS 33.122
2
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3
Rationale

Clause 5.2.2.1 of TS 33.122 [2] specifies PSK (AEFPSK) based authentication to establish TLS session over CAPIF-2e interface. This pCR proposes derivation of AEFPSK. AEFPSK shall be derived using KDF (Key Derivation Function) specified in TS 33.220 [3].  Input parameters to KDF are Service API interface details, TLS (CAPIF-1e) session parameters and TLS (CAPIF-1e) Master Secret.
It is proposed to SA3 to agree this pCR for CAPIF-Sec TS 33.122.
4
Detailed proposal

****************** Start of Change 1 ************************
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****************** End of Change 1 ************************
****************** Start of Change 2 ************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

AEF



API Exposing Function

JWT



JSON Web Token
KDF



Key Derivation Function
****************** End of Change 2 ************************
****************** Start of Change 3 ************************
5.2.2.1
Method 1 – Using TLS-PSK

API invoker and API exposing function shall follow procedure in this sub-clause to establish dedicated secure session using TLS connection based on Pre-Shared Key. CAPIF-1e authentication shall be used to bootstrap a Pre-Shared key for authenticating a TLS connection for CAPIF-2e. 

Figure 5.2.2.1-1 details the message flows between API invoker, CAPIF core function and API exposing function, to establish secure CAPIF-2e interface using a pre-shared key for authentication. 
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Figure 5.2.2.1-1: CAPIF-2e interface authentication and protection using TLS-PSK
1.
CAPIF-1e authentication and secure session established as specified in clause 5.1.1 of this specification is performed. 

2.
After successful establishment of TLS on CAPIF-1e, the API invoker and the CAPIF core function shall derive the key AEFPSK. Derivation of the key AEFPSK at the CAPIF core function may be delayed till a request for AEFPSK is received from AEF in step 4A. 


The Key AEFPSK shall be bound to an AEF and shall be derived as specified in Annex A.
3. The API Invoker initiates the TLS establishment procedure with the AEF.

4.
AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PSK: AEFPSK) to the AEF over CAPIF-3 reference point. 

5. The API Invoker and the AEF shall perform mutual authentication using the key AEFPSK and establish TLS session over the CAPIF-2e. 

After successful establishment of TLS on CAPIF-2e reference point, API exposing function shall obtain API invoker’s authorization rights as specified in TS 23.222 [3] from the CAPIF core function.

****************** End of Change 3 ************************
****************** Start of Change 4 ************************
Annex A (normative):
AEFPSK key derivation function
AEFPSK key derivation shall be performed using the key derivation function (KDF) specified in TS 33.220 [A]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). 

The FC number space is controlled by TS 33.220 [A].


Editor’s Note: Allocation of FC value is FFS.
AEFPSK shall be derived by API invoker and CAPIF core function based on Service API interface information and CAPIF-1e TLS session parameters. Length and format of TLS session parameters used for key derivation are as specified in TLS 1.2 [B].

The following parameters shall be used to form the input S to the KDF.

· FC = 0x??

· P0 = Service API interface information

· L0 = Length of Service API interface information

· P1 = CAPIF-1e TLS session’s Session ID, generated as part of TLS full Handshake.
· L1 = Length of TLS Session ID
The input key shall be equal to CAPIF-1e TLS session’s Master Secret.
NOTE: Service API interface information is as specified in TS 23.222 [3].
****************** End of Change 4 ************************
