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1
Decision/action requested

Solution #6 in the SoR living document is updated to incorporate the feedback received at the last SA3 ad-hoc meeting. It is also proposed that updated solution #6 is adopted as the basis for the normative work in Rel-15.
2
References

 [1]
S3-180999 -  Living Document: Security of PLMN/RAT selection policies for roaming. 
3
Rationale

The existing solution #6 in the living document proposed using NAS SMC to carry the mandatory Steering of Roaming (SoR) indication (MAC-S) and the optional Steering Information (included when the HPLMN wants to update the PLMN/RAT selection list at the UE). However, SUPI verification at the serving network is required before sending the steering information to the UE and this can only be done after the completion of the NAS SMC procedure. Therefore, we update the solution to use the Registration Accept message to carry the MAC-S and the Steering Information instead of NAS SMC message.

The second update is to make the SoR solution optional for the HPLMN to support and optional to use for the UE. The support of SoR solution at the UE is mandatory. This is accomplished by HPLMN configuring the UE with availability of SoR service (e.g., in the USIM service table or the ME) in the HPLMN. If configured to receive SoR, the UE will expect SoR in the Registration Accept message during initial registration while roaming.
The solution also supports integrity protection and optionally confidentiality protection of the Steering Information between the UE and the HPLMN. This protection can use either the KAUSF (or keys derived from it) or the OTA keys. In the former case, the security protection terminates at the ME, whereas in the latter case the security protection needs to terminate at the USIM.  Based on the preference expressed at the last SA3 meeting to use KAUSF for this protection, we update the solution to use the KAUSF for protecting Steering Information.
We also propose a resolution for the Editor’s Note regarding signalling of the failure of the integrity verification of the Steering Information list at the UE to the HPLMN.

With these updates, we believe the following requirements are satisfied by solution #6:
1. SoR is optional to implement for the HPLMN. For the UE, support is mandatory, but use is conditional to being configured by the HPLMN to expect SoR info in the Registration Accept message during initial registration while roaming.
2. Serving Network can identify the UE using the correct SUPI before any SoR is delivered to the UE.
3. SoR procedure is independent of the UE authentication signalling (i.e., not dependent on the authentication method and associated signalling). 

4. HPLMN can performs SoR as part of the UE initial registration to the serving network and before any user plane data is sent by the UE.
5. AUSF can remain stateless as storage of KAUSF is not required at the AUSF once authentication is completed.
We also propose that SA3 adopt the updated Solution #6 as the basis for developing the normative specification for Rel-15 TS 33.501 and inform CT1 of SA3 decision on the security solution for SoR during UE registration.
4
Detailed proposal

SA3 is kindly requested to:
1. Agree to the updates to Solution #6 in the living document as proposed below.

2. Adopt Solution #6 as the basis for developing Rel-15 normative specification text for TS 33.501.

3. Inform CT1 of the SA3 decision on the adoption of solution #6 for SoR during UE registration.

============================== START CHANGES ==================================
4.2 Solution #6: SoR using Registration Accept message during Initial Registration procedure
4.2.1 Introduction

This solution addresses the Key Issue #1 and the Key Issue #2. The solution proposes to deliver the steering information to the UE during initial registration process using the Registration Accept message.
4.2.2 Solution details
In this solution, if the HPLMN wants to perform steering of the roaming UE, the HPLMN preconfigures the UE (i.e., SoR service in USIM service table) to expect SoR in Registration Accept during initial registration when roaming. This is used by the UE to decide whether the SoR procedures needs to be performed as part of UE initial registration procedures. If the UE is not preconfigured by the HPLMN (i.e., HPLMN does not want to use SoR), the UE (and the HPLMN) can skip the SoR procedures.
When UE initiates initial registration through a VPLMN, the UDM of the HPLMN may decide to send a list of PLMN/access technology combinations to the UE (hereafter referred to as the Steering Information). In such cases, upon reception of the Nudm_SDM_Get_Request from the AMF, the UDM includes the Steering Information in the Nudm_SDM_Get_Response message to the AMF. 
In this solution, the Steering Information is integrity protected and optionally confidentiality protected by the HPLMN using integrity and encryption keys derived from the KAUSF). The encryption and the integrity algorithm identifiers that the UE shall use for the protection of Steering Information is also preconfigured on the UE (i.e., in the USIM) by the HPLMN. The security protection of the Steering Information terminates at the UE. 
NOTE: How the UDM/AUSF obtains the Steering Information for the UE and protects it using KAUSF is outside the scope of this solution.

After reception of the Nudm_SDM_Get_Request message from the AMF, the HPLMN shall generate the steering indication (MAC-S) as follows:

MAC-S = KDF (KAUSF, Steering Information, FC value)

The Steering Information, if received by the AUSF from the UDM, is included in the generation of MAC-S. If the AUSF did not receive the Steering Information, the AUSF sets the Steering Information to null (i.e., 0x00). The MAC-S generation is detailed in 4.2.2.2.
The Steering Information shall be integrity protected. The use of encryption is optional and is determined by the HPLMN. This protection of the Steering Information uses keys derived from KAUSF and can be applied either by the UDM or the AUSF.
The inclusion of Steering Information in the calculation of MAC-S allows the UE to verify that the Steering Information it receives has not been tampered with or removed by the VPLMN or by an intermediary in the interconnect network between the VPLMN and the HPLMN. This addresses Key Issue #1.



In case the authentication between the UE and the AUSF is successful (i.e., authentication confirmation is received by the AUSF), the AUSF sends the Nausf_UEAuthentication_Authenticate Response along with the KSEAF and the SUPI.
After the successful completion of the NAS SMC procedure, the AMF sends the Nudm_SDM_Get_Request to the UDM. If the HPLMN supports SoR and the UE needs steering, the UDM/AUSF shall generate integrity and optionally confidentially protected Steering Information and then generates the MAC-S as described above. The UDM shall include the MAC-S and if steering is needed, the Steering Information in the Nudm_SDM_Get_Response to the AMF.

The AMF shall include the MAC-S and the Steering Information (if received from the UDM) in the Registration Accept message to the UE. Note that the Registration Accept message is integrity protected. The use of integrity protected NAS message to carry the MAC-S as well as the Steering Information allows the UE to detect any over the air modification or removal (e.g., by an attacker present between the UE and the VPLMN) of the Steering Information or the MAC-S and addresses Key Issue #2.

Upon receiving the Registration Accept, the UE first verifies the integrity of the Registration Accept message (using the NAS integrity key as per the existing procedures in TS 33.501). If the verification is successful, and the UE is preconfigured by the HPLMN for SoR, the UE then computes the MAC-S value in the same way as the AUSF and checks whether it matches the MAC-S value received in the Registration Accept. If they do not match or the MAC-S is not present in the Registration Accept, the UE treats it as the integrity check failure of the expected steering indication from the HPLMN and the UE performs PLMN selection.

If the MAC-S matches and the Steering Information is included and the integrity check of the Steering Information passes, the UE updates its PLMN/RAT network selection list with the received Steering Information and perform PLMN selection procedure using the updated selection list. 

If the MAC-S matches, but no Steering Information is included in the Registration Accept(i.e., no steering of the UE is required by the HPLMN), the UE shall proceed normally with the registration procedure.
If the MAC-S matches (i.e., none other than HPLMN could have modified the Steering Information as it is included in the MAC-S calculation), but the integrity check of the Steering Information fails, then it is an error scenario between the UE and the HPLMN (e.g., HPLMN did not properly apply the integrity protection or UE implementation bug at the UE) and should not happen in normal operation. In case this error scenario does occur, it should be treated as though Steering Information is not present (i.e., UE proceeds normally with the registration with the currently selected PLMN). Optionally, the UE may send an error report to HPLMN over the user plane connection. If this capability is required, then the address of the HPLMN server for the error report should also need to be preconfigured by the HPLMN in the UE.

4.2.2.1 Call flows
The following figure describes the solution call flow. The enhancements required for SoR compared to normal 5G registration is highlighted in red colour.
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4.2.2.2 MAC-S generation
When deriving a MAC-S from KAUSF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??,

-
P0 = < Steering Information>,

-
L0 = length of < Steering Information>

In case the <Steering Information> is not available, it shall be set to 0x00.

The input key Key shall be KAUSF.

The MAC-S is identified with the 128 least significant bits of the output of the KDF.
4.2.3 Evaluation
This solution meets all the security requirements identified for Key Issue #1.

The solution also addresses the Key Issue #2.

The solution works independent of the authentication method selected.

This solution allows the HPLMN to steer the UE during initial registration.
This solution allows the serving network to properly identify the UE by its SUPI before any Steering Information is delivered to the UE.

The solution is optional to implement for the HPLMN. The use of this feature by the UE is also optional.
Editor’s Note: If encryption is enabled, LI impacts are FFS.
5 Conclusion
Editor’s Note: The clause will capture the conclusions and eventually the requirements and solutions to be included in TS 33.501
============================= END CHANGES ======================================
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