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***First Change***
Annex C (normative):
Protection schemes for concealing the subscription permanent identifier 

C.1 
Introduction 

The present Annex specifies the protection schemes for concealing the subscription permanent identifier. 


Each protection scheme, except the null-scheme, shall use a USAGE-TYPE parameter indicating the type of data that is encrypted. The following USAGE-TYPE parameters are defined:

Table C.1-1: Usage type identifiers
	Usage
	USAGE-TYPE

	SUPI encryption
	SUPI


***End of First Change***
***Second Change***
C.3.4
ECIES profiles
C.3.4.0
General
Unless otherwise stated, the ECIES profiles follow the terminology and processing specified in SECG version 2 [29] and [30]. The profiles shall use "named curves" over prime fields.
Profile A shall use its own standardized processing for key generation (section 6 of RFC 7748 [46]) and shared secret calculation (section 5 of RFC 7748 [46]). The Diffie-Hellman primitive X25519 (section 5 of RFC 7748 [46]) takes two random octet strings as input, decodes them as scalar and coordinate, performs multiplication, and encodes the result as an octet string. The shared secret output octet string from X25519 shall be used as the input Z in the ECIES KDF (section 3.6.1 of [29]).
Profile B shall use point compression to save overhead and shall use the Elliptic Curve Cofactor Diffie-Hellman Primitive (section 3.3.2 of [29]) to enable future addition of profiles with cofactor h ≠ 1. For curves with cofactor h = 1 the two primitives (section 3.3.1 and 3.3.2 of [29]) are equal.

The profiles shall not use backwards compatibility mode (therefore are not compatible with version 1 of SECG).

C.3.4.1
Profile <A>

The ME and SIDF shall implement this profile. The ECIES parameters for this profile shall be the following:

-
EC domain parameters






: Curve25519 [46]

-
EC Diffie-Hellman primitive




: X25519 [46]

-
point compression







: N/A

-
KDF











: ANSI-X9.63-KDF [29]
-
Hash











: SHA-256
-
SharedInfo1
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(the ephemeral public key octet string – see [29] section 5.1.3)
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-
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-
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: the empty string
-
ENC











: AES–128 in CTR mode

-
enckeylen










: 128

-
backwards compatibility mode




: false
The scheme properties for this ECIES profile <A> shall be the following: 

-
scheme identifier








: <TBD>

-
size of scheme-output



: <TBD> bits

NOTE:
Care should be taken when using unique schemes for small groups of users, as this may impact the effectiveness of the privacy scheme for these users. 

Editor's Note: It is FFS to contact other WGs (like CT1) or wait for their progress before finalizing the identifier, and size of the null-scheme. The maximum size should cover both the IMSI and NAI formats.

C.3.4.3
Profile <B>

The ME and SIDF shall implement this profile. The ECIES parameters for this profile shall be the following:

-
EC domain parameters






: secp256r1 [30]

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive [29]

-
point compression







: true

-
KDF











: ANSI-X9.63-KDF [29]

-
Hash











: SHA-256

-
SharedInfo1
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 (the ephemeral public key octet string – see [29] section 5.1.3)
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Editor's Note: As stated in LS S3-172505 from ETSI SAGE, a rogue PLMN may sell a SUCI decryption service to parties operating false base stations in other networks. Moving the SUPI reveal into the 5G-ACA message mitigates this attack. If the SUPI reveal is not moved, the attack needs to be mitigated in other ways, e.g. by including the PLMN id of the serving network in SharedInfo2. It if ffs if a binding to PLMN id causes other problems.
***End of Second Change***
