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1	Decision/action requested
Endorse the proposal allowing DN to verify the linkage between Primary authentication and Seocndary authentication.
2	References
[1]	3GPP TS 33.501 v0.8.0 Security Architecture and Procedures for 5G System
[2]	3GPP TS 23.502 v15.0.0 Procedures for the 5G System
3	Rationale
Secondary authentication as specified in TS33.501 [1] allows a DN AAA server to authenticate a UE subscribed to it. In the current secondary authentication procedure, there is no linkage check between the IDs used in secondary authentication and that in the primary authentication. However, there are use cases, as illustrated below, that allowing DN AAA server to check the ID binding will be beneficial to mitigate potential security risks.  
Security requirement: A specific example from Power Grid industry is used here to illustrate the potential security issues. UEs are equipped with USIM from an operator in order to access the operators’ network. In addition, the UEs contain also IDs/credentials required for the Secondary Authnetication for access to additional service(s) provided, e.g. UEs can access to Power Grid network to report its states or the faults detected by the terminal. In this scenario, a USIM must be paired with a specific UE based on the policy and the general practice in the Power Grid industry, for the sake of security and tracking purposes.  However, this requirement is not fulfilled based on the current Secondary authentication procedure. A UE can pass Secondary authentication as long as it contains/obtains legitimate credentials for Secondary authenticaiotn. 	
Simple mitigation: Sending ID(s) related to Primary Authentiaiton during Secondary Authentication
When performing Secondary Authentication, 3GPP network (e.g. SMF) can send DN an identifier of the UE (which is related to Primary Authentication) together with its Secondary Authentication request. Such that DN can verify the credentials for Secondary Authentication as well as the identifier, identifying the successful Primary Authentication. In this way, the Primary authentication and Secondary Authentication bind together and UE B in the above examples will fail the Secondary Authentication. This is because the DN can verify now that the USIM used in Primary Authentication and credentials used in Secondary Authentication by UE B do not match. 
Minimal change to the Spec: No additional information/operations are needed except for the sequence of one message: 
During PDU session establishment in current TS23.502 [2], Generic Public SubscriptionUser Identifierty (GPSIPUI) is sent to DN so that DN can identify the UE and request for PDU session modification subsequently, as copied below, 
The PDU Session establishment continues and completes
X.	If requested so in step 4 or if configured so by local policies, the SMF notifies the DN-AAA with the IP address allocated to the UE together with the PUIGPSI
…The DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.
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Since the PUI GPSI is required for identifying the UE, it then can also be utilized to allow the proposed linkage check at DN. The only difference is to send it during Secondary Authentication. 

Note: definition of Generic Public Subscription Identifier (GPSI) in TS23.501
5.9.8	Generic Public Subscription Identifier
[bookmark: _GoBack]Generic Public Subscription Identifier (GPSI) is needed for addressing a 3GPP subscription in different data networks outside of the 3GPP system. The 3GPP system stores within the subscription data the association between the GPSI and the corresponding SUPI. 
GPSIs are public identifiers used both inside and outside of the 3GPP system.	The GPSI is either an MSISDN or an External Identifier, see TS 23.003...

4	Proposal for Endorsement
Secondary authentication procedure shall support sending DN UE’s identifier(s), e.g. PUIGPSI, during Secondary authentciation so that DN can verify the linkage between UE’s Primary authentication and secondary authentication. 
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Continuation of PDU session establishment per Figure 4.3.2.2.1-1 or 4.3.2.2.2-1 up to completion of PDU
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