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Abstract of the contribution: We add some text to solution #4, assessing its effectiveness against the risk of UNKNOWN compromise of the long term key. (This risk is spelled out in our contribution S3-181273.) and reformat the evaluation in line with the other evaluations.
1. Introduction

Our contribution S3-181273 points out that long term key leakage may not be detected, if the attacker uses it only for passive eavesdropping attacks.  There is thus benefit in reducing the risk of leakage happening in the first place – not only in being able to update the key when it is known to have leaked.

This contribution adds some text to solution #4, mainly in the evaluation section, reflecting this important point.  We also make a few editorial corrections.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
9.4
Solution #4: Diffie-Hellman based Key agreement

9.4.1
Introduction

This solution addresses key issue #1 and key issue #2. It also helps to address key issue #4.
It will be very difficult to achieve really robust security against an attacker who knows all of the algorithms and long term secret keys that a subscription is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscription.

~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
9.4.2.7
Transport over BEST protocol (Solution 4d)

The BEST protocol (TS 33.163[x]) defines a secure protocol between the UE and the HPLMN.  This protocol can be used between the HSE in the HPLMN and the USIM by using BIP as defined in TS 31.111[x].

To initiate an LTKUP session a BEST session between the USIM and the HSE in the HPLMN will need to be setup by the USIM.  This USIM could do this as a result of an OTA trigger message or by some other means.

The BEST protocol provides a secure channel with cyphering, integrity protection and replay protection.  It is currently limited to 128-bit keys, so is currently not suitable for 256bit TOPc values.

For BEST, a protocol for the LTKUP messages will need to be developed.
~ ~ ~ End of second text proposal ~ ~ ~
~ ~ ~ Start of third text proposal ~ ~ ~
9.4.3
Solution Evaluation
9.6.3.1
Key Issues

An attacker who does not know the original Ki at the time that the key exchange protocol is run will not be able to carry out a man in the middle attack on it (because it is authenticated with the original Ki).

An attacker who does know the original Ki may be able to carry out an active man in the middle attack on the key exchange protocol.  (This is likely to be easier if the protocol runs over the internet, harder if it runs over inter-operator signalling.)  By doing this, the attacker can trick the HSS and UICC into thinking that they are sharing a new key, whereas in fact one key is shared between HSS and attacker, and another key between attacker and UICC.

What the attacker cannot do, though, is to trick the HSS and UICC into agreeing a new Ki that the attacker also knows.  To exploit the man in the middle attack, therefore, the attacker will have to remain as an active man in the middle on all subsequent exchanges that use, or depend on, the new Ki value.  This is a much harder attack in practice than the passive eavesdropping that an attacker who knows Ki can carry out today.

Clause 5.2.3.2.1 lists seven possible ways (labelled a – g) in which a long term secret key might leak to an attacker.  This solution fully addresses points a, b and e, and reduces the exposure to points c, d and g.  It does not address point f.
The recommended approach is to carry the key update protocol messages over signalling, rather than over the user plane and the internet.  This requires less exposure of the HSS to possible malicious attack.  Based on this recommended approach, it is also recommended that the key update protocol be carried out with the HSS directly, rather than in a proxy "in front of" the HSS.  While a proxy would in some sense shield the HSS from attacks attempting to exploit the key update mechanism, it also complicates the picture, and the extent to which it would reduce risks in practice is not very clear.  Another recommendation made for this solution, which is to have the HSS rather than the UICC trigger the key update protocol, also reduces the exposure of the HSS.
It’s interesting to note that this mechanism could also address some concerns with embedded SIM.  In the embedded SIM world, operators may have to accept UICC hardware and IMSI/Ki credentials from a much wider set of suppliers than before, with less confidence about their quality.  Supplier accreditation schemes can give some reassurance here; and if "profile interoperability" is supported – allowing profiles from any subscription manager to work on any UICC hardware – then operators will be able to work with their favourite subscription managers irrespective of the UICC hardware manufacturer.  But the Ki replacement mechanism described above gives another way to reduce risk: the operator can accept initial Ki’s from vendors they may not entirely trust, but then replace those Ki’s with new ones created directly between the AuC and the UICC, with no involvement from the subscription manager at all.
This solution can be used to update keys when they are known / suspected to have been compromised (key issues 1 and 2).  It does not completely remove the ongoing risk from an exposed key, because the attacker could in principle use her knowledge of the old key to carry out a man in the middle attack on the establishment of the new key, but it makes it hard to exploit such an attack in practice, especially for eavesdropping attacks.

The solution can also be used pre-emptively, to reduce the risk of a key leaking (key issue 4).  Compared to traditionally installed long term keys, or long term keys installed in an eUICC profile, a long term key established using this solution is exposed to fewer of the leakage vectors mentioned in section 4.

The solution could apply to any type of USIM/ISIM (including eUICC), but requires new functionality both in the USIM/ISIM and in the HSS.
9.6.3.2
USIM and ISIM types applicable

This solution is suitable for all USIMs and ISMIs.  This solution would also work with eSIMs.
9.6.3.3
Potential hardware and software impacts

This solution requires the USIM to support Diffie-Hellman based key agreement.
9.6.3.4
Key exchange protocols and transportation

Keys are agreed as a result of a DiffieHellman based key agreement.  This solution proposes 4 possible transport mechanisms:
- Transport over new Signalling protocol (Solution 4a)

- Transport over USIM OTA protocol (Solution 4b)

- Transport over USSD protocol (Solution 4c)

- Transport over BEST protocol (Solution 4d)
9.6.3.5
3GPP technologies supported
The solution could be used for all 3GPP technologies as long as the USIM hardware supports profile of the corresponding 3GPP technology.
9.6.3.6
Assessment of additional risks
An attacker who does know the original Ki may be able to carry out an active man in the middle attack on the key exchange protocol.  (This is likely to be easier if the protocol runs over the internet, harder if it runs over inter-operator signalling.)  By doing this, the attacker can trick the HSS and UICC into thinking that they are sharing a new key, whereas in fact one key is shared between HSS and attacker, and another key between attacker and UICC.

What the attacker cannot do, though, is to trick the HSS and UICC into agreeing a new Ki that the attacker also knows.  To exploit the man in the middle attack, therefore, the attacker will have to remain as an active man in the middle on all subsequent exchanges that use, or depend on, the new Ki value.  This is a much harder attack in practice than the passive eavesdropping that an attacker who knows Ki can carry out today.
9.6.3.7
Conclusion
This solution meets the requirements for Key Issues 1, 2, 3 and 4 and can be used for all new USIMs from 2G to 5G.  This solution can also be implemented on an eSIM.
Solution Option 4b is the preferred solution as it has the least impact on current systems.
~ ~ ~ End of third text proposal ~ ~ ~
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