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1
Decision/action requested

For information: The To-Do-list for the application layer solution, sent as input to the conference call 2018-03-28
2
Detailed proposal

The following to-do-list for the application layer solution is based on other existing to-do-lists: in the living document, in the first EN of clause 13.2 of 33.501, and sent out by DT as agenda for the conference call 2018-03-28. The following list results from an attempt to combine the existing to-do-lists, re-write and re-organize them, and make a few additions. The attempt is rather active and also took some informal offline discussions into account. This is the list sent out on the SA3-exploder 2018-03-28, it does not yet take the agreements from the conference call into account.
1. Key management 
a. Root key distribution out of scope (S3-180713)
b. Symmetric or asymmetric cryptography?
c. Derivation  of session keys
d. Life length of session keys
2. Rewriting of the HTTP message (including reverse process at receiving SEPP) into JSON object 
(identify JSON IEs, binary data, parts of URI, headers) 
a. Possible to use mechanism from S3-180898 (IPX modification solution)?
b. Is it necessary to split up the URI and/or extract the SUPI? Or can the whole URI remain intact?
3. Protection of the JSON object 
a. Mechanism proposed in SBA living document: JOSE 
b. Agreement from SBA living document: Confidentiality protection of parts of the JSON object, integrity protection of the whole JSON object
4. Cipher suite negotiation (encryption and integrity protection algorithms)
5. JOSE cipher suite profile for 3GPP
6. Error handling 
a. Handling of failed integrity check/decryption
b. Signaling of dropped messages to opposite SEPP?
c. Does the SEPP have to signal errors back to the NF the message originated from?
7. IPX provider modifications 
a. Solution from living document based on JSON patch + JSON Web Signatures as part of JOSE (S3-180898)
b. Authorization of intermediaries to make modifications
c. Is integrity protection of the modifications needed? 
d. If the answer to b) is yes: key agreement for integrity protection of patches 
e. Is the whole mechanism Rel-15 scope? 
