
3GPP TSG-SA WG3 Meeting #91 
S3-181382
Belgrade (Serbia), 16-20 April 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.501
	CR
	0138
	rev
	-
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Fast re-authentication procedure

	
	

	Source to WG:
	NEC

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-04-09

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	TS 33.501, Clause 6.1.2 Initiation of authentication and selection of authentication method confirms the presence of re-authentication in 5G system as follows.

“The SEAF shall include the SUPI in the Nausf_UEAuthentication_Authenticate Request message in case the SEAF has a valid 5G-GUTI and re-authenticates the UE.” 

Moreover the possible usecase of the KAUSF is also discussed in the TS 33.501, subclause 6.1.1.1 General of clause 6.1.1Authentication framework which also states that,

“The authentication run also results in an intermediate key called the KAUSF. The KAUSF may be left at the AUSF based on the home operator's policy on using such key. 

Therefore with these information, the detailed fast re-authentication procedure is proposed to resolve the following related Editor’s Note in subclause clause 6.1.1.1 General.

Editor's Note: The details of an authentication procedure using a key left at the AUSF are FFS. They can be found in clause TBD.


	
	

	Summary of change:
	Fast re-authentication procedure is proposed and a related EN is resolved from clause 6.1.1.1.

	
	

	Consequences if not approved:
	A time consuming authentication procedure need to be invoked for every registration request from a UE irrespective of their previous authentication with a same network.

	
	

	Clauses affected:
	6.1.1.1, 6.1.2, 6.1.3.1.x, 6.1.3.2.x

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


Detailed proposal

6.1.1
Authentication framework

***** Start of Change 1 *****
6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key called the KSEAF provided by the AUSF of the home network to the SEAF of the serving network.

Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. A concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

The authentication run also results in an intermediate key called the KAUSF. The KAUSF may be left at the AUSF based on the home operator's policy on using such key. 

NOTE 1:
This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access (this is possible according to TS 23.501 [2]).

NOTE 2:
A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA'. The details of the authentication procedure using a key left at AUSF are described in sub clauses 6.1.3.1.1 and 6.1.3.2.3.

UE and serving network shall support EAP-AKA' and 5G AKA authentication methods.
The USIM shall reside on a UICC. The UICC may be removable or non removable.

Editor's Note: ETSI SCP is working on a new secure element called SSP. The SSP can be included as another solution where the USIM can reside on, if the SSP is defined in the Release 15 timeframe and if it complies with the security requirements defined in the present document. 

NOTE 3:
For non-3GPP access networks USIM applies in case of terminal with 3GPP access capabilities.

If the terminal supports 3GPP access capabilities, the credentials used with EAP-AKA' and 5G AKA for non-3GPP access networks shall reside on the UICC.
NOTE 4:
EAP-AKA' and 5G AKA are the only authentication methods that are supported in UE and serving network, hence only they are described in sub-clause 6.1.3 of the present document. For a private network using the 5G system as specified in [7] an example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

***** End of Change 1 *****
***** Start of Change 2 *****
6.1.2
Initiation of authentication and selection of authentication method

The initiation of the primary authentication is shown in Figure 6.1.2-1. 
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method

The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUCI or 5G-GUTI in the Registration Request.

The SEAF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Requestmessage to the AUSF whenever the SEAF wishes to initiate an authentication. 

The Nausf_UEAuthentication_Authenticate Request message shall contain either:

-
SUCI, as defined in the current specification, or

-
SUPI, as defined in TS 23.501 [2].

The SEAF shall include the SUPI in the Nausf_UEAuthentication_Authenticate Request message in case the SEAF has a valid 5G-GUTI and re-authenticates the UE as described in sub clauses 6.1.3.1.1 and 6.1.3.2.1. Otherwise the SUCI is included in Nausf_UEAuthentication_Authenticate Request. SUPI/SUCI structure is part of stage 3 protocol design.
The Nausf_UEAuthentication_Authenticate Request shall furthermore contain:

-
the serving network name, as defined in sub-clause 6.1.1.2 of the present document.

NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

Upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF shall check that the requesting SEAF in the serving network is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate Request by comparing the serving network name with the expected serving network name. The AUSF shall store the received serving network name temporarily. If the serving network is not authorized to use the serving network name, the AUSF shall respond with "serving network not authorized" in the Nausf_UEAuthentication_Authenticate Response.
The Nudm_UEAuthentication_Get Request sent from AUSF to UDM includes the following information:

-
SUCI or SUPI;

-
the serving network name;

Upon reception of the Nudm_UEAuthentication_Get Request, the UDM/SIDF shall be invoked if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request.

Based on SUPI, the UDM/ARPF shall choose the authentication method, based on the subscription data. 

NOTE 3:
The Nausf_UEAuthentication_Authenticate Response message is the reply to the Nausf_UEAuthentication_Authenticate Request message and is described as part of the authentication procedures in section 6.1.3.
***** End of Change 2 *****
6.1.3
Authentication procedures

Editor's Note: The term authentication vector in this clause is used for authentication vectors that contain different elements. It is FFS to specify what is in each authentication vector.

6.1.3.1
Authentication procedure for EAP-AKA'
***** Start of Change 3 *****
6.1.3.1.x
Re-authentication
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Figure 6.1.3.1-1: Fast Re-Authentication procedure for Re-registration

Primary Authentication has been established according to procedure specified in clause 6.1.3.1
Authentication procedure for EAP-AKA'. The re-authentication procedure shown in Figure 6.1.3.1-1 shall be initiated by the AUSF when a UE sends a Registration Request message with the type “Re-registration”.

The re-authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:
1-3.
The UE shall send the Registration Request message of type "re-registration" with the Re-authentictaion Identifier (Re-auth ID), ngKSSI (key set source identifier of 5G) and 5G-GUTI. The ngKSSI shall be used by the AUSF to identify the key left at AUSF and other related information. Re-authenticiation shall be initiated by the AUSF when it receives the SUPI from SEAF in Nausf_UEAuthentication_Authenticate Request message as described in clause 6.1.2 of the present document. The Re-auth ID shall be bounded to the primary authentication identification information.
NOTE: 
The subscriber identification mechanism may be invoked when the UE cannot be identified by means of a temporary identity (5G-GUTI) as described in subclause 6.12.4 of the present document. 

NOTE: 
It the AUSF receives the SUCI from SEAF in Nausf_UEAuthentication_Authenticate Request message, the AUSF need to follow the primary authentication procedure as decribed in 6.1.3.1.

4.
If the AUSF cannot identify the primary authentication type, the AUSF shall optionally initiate the re-authentication by sending the EAP-Request/AKA'-Identity message to UE.

5.
The UE shall optionally respond with an EAP Response/Identity message (with Fast-Reauth Identity).  

6.
The AUSF shall send the EAP-Request/AKA' re-auth-Challenge message with a random number to the SEAF in a Nausf_UEAuthentication_Authenticate Response message.

7.
The SEAF shall transparently forward the EAP-Request/AKA' re-auth-Challenge message to the UE in a NAS message Auth-Req message. This message shall also include the received random number and the ngKSI. The ngKSI will be used by the UE and AMF to identify the partial native security context that is created if the re-authentication is successful. 

8.
The UE shall derive the Re-authentication Token (Re-auth Token). Re-auth Token shall be bounded to the KAUSF key derived during the primary initial authentication, the SUPI, and the 5G re-authentication code.

9. The UE shall send the EAP-Response/AKA' re-auth-Challenge message with Re-auth Token to the SEAF in a NAS message Auth-Resp message.

9.
The SEAF shall transparently forwards the EAP-Response/AKA' re-auth-Challenge message to the AUSF in Nausf_UEAuthentication_Authenticate Request message.

10.
The AUSF shall verify the received Re-auth Token and if the verification is successful, the AUSF shall continue as follows, otherwise it shall return an error.

11.
The AUSF and the UE may exchange EAP-Request/AKA' re-auth--Notification and EAP-Response /AKA' re-auth--Notification messages via the SEAF. The SEAF shall transparently forward these messages.
12.
The AUSF shall identify the KAUSF using the ngKSSI and derive the re-authentication anchor key K'SEAF using the key left at AUSF and the random number. K'SEAF shall be bound to the serving network name, SUPI and the 5G re-authentication code. The AUSF shall send an EAP Success message to the SEAF inside Nausf_UEAuthentication_Authenticate Response, which shall forward it transparently to the UE. Nausf_UEAuthentication_Authenticate Response message contains the K'SEAF. 

13.
The SEAF shall send the EAP Success message to the UE in the N1 message. The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key.  
***** End of Change 3 *****
6.1.3.2
Authentication procedure for 5G AKA6.1.3.2.0
5G AKA
***** Start of Change 4 *****
6.1.3.2.x
Re-Authentication
 SHAPE  \* MERGEFORMAT 



Figure 6.1.3.2-1: Fast Re-Authentication procedure for Re-registration

Primary Authentication has been established according to procedure specified in clause 6.1.3.2
Authentication procedure for 5G AKA. The re-authentication procedure shown in Figure 6.1.3.2-1 shall be initiated by the AUSF when a UE sends a Registration Request message with the type “Re-registration”.

The re-authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:
1-3.
The UE shall send the Registration Request message of type "re-registration" with the Re-authentictaion Identifier (Re-auth ID), ngKSSI (key set source identifier of 5G) and 5G-GUTI. The ngKSSI shall be used by the AUSF to identify the key left at AUSF and other related information. Re-authenticiation shall be initiated by the AUSF when it receives the SUPI from SEAF in Nausf_UEAuthentication_Authenticate Request message as described in clause 6.1.2 of the present document. The Re-auth ID shall be bounded to the primary authentication identification information.
NOTE: 
The subscriber identification mechanism may be invoked when the UE cannot be identified by means of a temporary identity (5G-GUTI) as described in subclause 6.12.4 of the present document. 

NOTE: 
It the AUSF receives the SUCI from SEAF in Nausf_UEAuthentication_Authenticate Request message, the AUSF need to follow the primary authentication procedure as decribed in 6.1.3.2 of the present document.
4.
The AUSF shall initiate the re-authentication by sending the Nausf_UEAuthentication_Authenticate Response message with a random number to the SEAF.

5.
The SEAF shall send the received random number and ngKSI to the UE in a NAS message Auth-Req. ngKSI will be used by the UE and AMF to identify the partial native security context that is created if the re-authentication is successful.

6.
The UE shall store the received ngKSI and derive the Re-authentication Token (Re-auth Token). Re-auth Token shall be bounded to the KAUSF key derived during the primary initial authentication, the SUPI, and the 5G re-authentication code.

7.
The UE shall send the Re-auth Token to the SEAF in a NAS message Auth-Resp.

8.
The SEAF shall send Re-auth Token as received from the UE, in a Nausf_UEAuthentication_Authenticate Request message to the AUSF.

9.
The AUSF shall verify the received Re-auth Token and if the verification is successful, the AUSF shall continue as follows, otherwise it shall return an error.

10.
The AUSF shall identify the KAUSF using the ngKSSI and derive the re-authentication anchor key K'SEAF using the key left at AUSF and a random number shared with the UE. K'SEAF shall be bound to the SUPI and the 5G re-authentication code. The AUSF shall indicate the success or failure to the SEAF inside Nausf_UEAuthentication_Authenticate Response, message. If the re-authentication is successful, the K'SEAF shall be included in the Nausf_UEAuthentication_Authenticate Response message. 

13.
The SEAF shall send the Success message to the UE in the N1 message. The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key.  

***** End of Change 4 *****
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