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***** Start of Change 1 *****
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network
5G-AN
5G Access Network

5G-RAN
5G Radio Access Network 

AES
Advanced Encryption Standard

AKA
Authentication and Key Agreement

AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 

ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

AUTN
AUthentication TokeN

AV
Authentication Vector

CP
Control Plane

CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key

EPS
Evolved Packet System
gNB
NR Node B
GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IKE
Internet Key Exchange

KSI
Key Set Identifier

LI
Lawful Intercept

MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 

NDS
Network Domain Security

NEA
Encryption Algorithm for 5G

NF
Network Function

NG
Next Generation
ng-eNB
Next Generation Evolved Node-B
ngKSI
Key Set Identifier in 5G
ngKSSI
Key Set Source Identifier in 5G
NIA
Integrity Algorithm for 5G

NR
New Radio

NSSAI
Network Slice Selection Assistance Information

PDN
Packet Data Network
PEI
Permanent Equipment Identifier
QoS
Quality of Service 

RES
RESponse

SEAF
SEcurity Anchor Function

SEG
Security Gateway

SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN Id
Serving Network Identifier

SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

ULR
Update Location Request

UP
User Plane

UPF
User Plane Function

USIM
Universal Subscriber Identity Module

XRES
eXpected RESponse
***** Start of Change 1 *****
***** Start of Change 2 *****
6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12]. The 3GPP 5G profile for EAP-AKA' is specified in the normative Annex F.

EAP-AKA' is applied within the 5G authentication framework whenever the UDM/ARPF has received an Nudm_UEAuthentication_Get Requestmessage from the AUSF, and has chosen EAP-AKA' as the authentication method, cf. sub-clause 6.1.2 of the present document. 

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:

0. The AUSF shall send a Nudm_UEAuthentication_Get Request message to the UDM/ARPF, if SUCI was included in the Nudm_UEAuthentication_Get Request, UDM/SIDF shall deconceal the SUPI and then choose EAP-AKA’ as authentication method as described in clause 6.1.2.

1.
The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A and replace CK and IK by CK' and IK'. 

2.
The UDM/ARPF shall subsequently send this transformed authentication vector (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Nudm_UEAuthentication_Get Request together with an indication that the AV is to be used for EAP-AKA' using a Nudm_UEAuthentication_Get message. 

NOTE:
The exchange of a Nudm_UEAuthentication_Get Request message and an Nudm_UEAuthentication_Get Responsemessage between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], sub-clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as "network access identity" in TS 24.302 [13], and for 5G, it is defined as "serving network name" in sub-clause 6.1.1.4 of the present document and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy.

Editor's Note: The number of the stage 3 specification TS 24.yyy [xx] is FFS. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.
The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.

3.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a Nausf_UEAuthentication_Authenticate Response message. This message shall also include the ngKSSI set by the AUSF to identify the key stored at AUSF. 
4.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Auth-Req message. This message shall also include the ngKSSI that will be used by the UE to identify the key KAUSF  and the ngKSI that will be used by the UE and AMF to identify the partial native security context which are created if the authentication is successful. The ME shall forward the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM.
Editor's Note:
The SEAF needs to understand that the authentication method used is an EAP method. How the SEAF learns about the type of authentication method based on the Nausf_UEAuthentication_Authenticate Response message is specified by CT4. 
5.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the authentication vector by checking whether AUTN can be accepted as described in TS 33.102[4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME.The ME shall derive CK' and IK' according to TS 33.402 [11], sub-clause 6.2, step 15.

If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in sub-clause 6.1.3.2.1.
6.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.

7.
The SEAF shall transparently forwards the EAP-Response/AKA'-Challenge message to the AUSF in Nausf_UEAuthentication_Authenticate Request message. 

8.
The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error. 

9.
The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 

Editor's note: the condition needs to be clarified.

10.
The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in clause A.6. The AUSF shall store the KAUSF and shall set the ngKSSI to identify the stored KAUSF. The AUSF shall send an EAP Success message to the SEAF inside Nausf_UEAuthentication_Authenticate Response, which shall forward it transparently to the UE. Nausf_UEAuthentication_Authenticate Response message contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see sub-clause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the Nausf_UEAuthentication_Authenticate Response message. 
Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps such as acquiring SUPI from the UE are required. 

11.
The SEAF shall send the EAP Success message to the UE in the N1 message.

The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key, KSEAF in the sense of the key hierarchy in sub-clause 6.2 of the present document. The SEAF shall then derive the KAMF from the KSEAF and the SUPI according to Annex A.7 and send it to the AMF On receiving the EAP-Success message, the UE calculates KAUSF and KSEAF in the same way as the AUSF and shall derive the KAMF from the KSEAF and the SUPI according to Annex A.7..

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in sub-clause 6.1.4 of the present document. 

If the EAP-Response/AKA'-Challenge message is not successfully verified, the subsequent AUSF behaviour is determined according to the home network's policy. 

If the AUSF and SEAF determines that the authentication was successful, then the SEAF provides the ngKSI and the KAMF to the AMF.

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

***** End of Change 2 *****
***** Start of Change 3 *****
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received a Nudm_UEAuthentication_Get Request message from the AUSF, and chosen 5G AKA as the authentication method, cf. sub-clause 6.1.2 of the present document. 

NOTE 1:
5G AKA does not support requesting multiple AVs, neither the SEAF pre-fetching AVs from the home network for future use.

In 5G AKA there are two types of authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced by the HXRES* and the KSEAF in the 5G AV.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA

The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:
0.
The AUSF shall sentd a Nudm_UEAuthentication_Get Request message to the UDM/ARPF, if SUCI was included in the Nudm_UEAuthentication_Get Request, UDM/SIDF shall deconceal the SUPI and then chose 5G-AKA as authentication method for the SUPI as described in Clause 6.1.2.
1.
For each Nudm_Authenticate_Get Request,  the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1"as defined in TS 33.102 [9], The UDM/ARPF shall then derive KAUSF as per Annex A.2, and XRES* as per Annex A.4. Finally, creating the UDM/ARPF shall create a 5G HE AV from RAND, AUTN, XRES*, and KAUSF.

2.
The UDM/ARPF shall then return the 5G HE AV to the AUSF together with an indication that the 5G HE AV is to be used for 5G-AKA in a Nudm_UEAuthentication_Get Response. In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.. 

3.
The AUSF may store the XRES* temporarily until it expires. The AUSF may store the KAUSF and shall set the ngKSSI to identify the stored KAUSF.

4.
The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* according to Normative Annex A.5 5 and KSEAF from KAUSF according to Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV.

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.

5.
The AUSF shall then return the 5G AV (RAND, AUTN, HXRES*, KSEAF) to the SEAF in a Nausf_UEAuthentication_Authenticate Response. This message shall also include the ngKSSI that will be used by the UE to identify the intermediate key KAUSF that is created if the authentication is successful.
6.
The SEAF shall send RAND, AUTN, ngKSSI to the UE in a NAS message Auth-Req. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful. The ME shall forward the RAND and AUTN received in NAS message Auth-Req to the USIM.
7.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the authentication vector by checking whether AUTN can be accepted as described in TS 33.102[4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME then shall compute RES* from RES according to Annex A.4. The UE shall calculate KSEAF from KAUSF according to clause A.6.

8.
An ME accessing 5G shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1. The "separation bit" is bit 0 of the AMF field of AUTN.

NOTE:
This separation bit in the AMF field of AUTN can not be used anymore for operator specific purposes as described by TS 33.102 [9], Annex F.
The UE shall return RES* to the SEAF in a NAS message Auth-Resp. 

9.
The SEAF shall then compute HRES* from RES* according to Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF proceed as described in sub-clause 6.1.3.2.2. 

10.
The SEAF shall send RES*, as received from the UE, in a Nausf_UEAuthentication_Authenticate Request message (containing the SUPI or SUCI and the serving network name) to the AUSF.

11.
When the AUSF receives the Nausf_UEAuthentication_Authenticate Request message including a RES* it may verify whether the AV has expired. If the AV has expired the AUSF may consider the confirmation unsuccessful. AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the confirmation message as successfully verified. 

12.
The AUSF shall indicate to the SEAF in the Nausf_UEAuthentication_Authenticate Response whether the confirmation was successful or not. In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), and if the confirmation was successful, then the AUSF shall also include the SUPI in 5G-ACA. 

If the authentication was successful, the key KSEAF received in 5G AV shall become the anchor key in the sense of the key hierarchy in sub-clause 6.2 of the present document. Then the SEAF shall derive the KAMF from the KSEAF and the SUPI according to Annex A.7, and shall provide the ngKSI and the KAMF to the AMF.

If a SUCI was used for this authentication, then the SEAF shall only provide ngKSI and KAMF to the AMF after it receives the 5G-ACA message containing SUPI; no communication services will be provided to the UE until the SUPI is known to the serving network.
The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in sub-clause 6.1.4 of the present document. 

***** End of Change 3 *****
***** Start of Change 4 *****
6.2.2
Key derivation and distribution scheme

6.2.2.1
Keys in network entities

Keys in the ARPF

The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall derive CK' and IK' from K in case EAP-AKA' is used and derive KAUSF from K in case 5G AKA is used. The ARPF shall forward the derived keys to the AUSF. 

The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of the present document.

Keys in the AUSF

In case EAP-AKA' is used as authentication method, the AUSF shall derive a key KAUSF from from CK'and IK' for EAP-AKA' as specified in clause 6.1.3.1. The KAUSF may be stored in the AUSF between two subsequent authentication and key agreement procedures. 

The AUSF shall generate the anchor key, also called KSEAF, from the authentication key material received from the ARPF during an authentication and key agreement procedure.

Keys in the SEAF

The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF.

The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE 1: 
This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.

NOTE 2: 
The SEAF is co-located with the AMF.

Keys in the AMF

The AMF receives KAMF from the SEAF or from another AMF. 

The AMF shall, based on policy, derive a key K'AMF from KAMF for transfer to another AMF in inter-AMF mobility. The receiving AMF shall use K'AMF as its key KAMF. 

NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 

The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer. 
The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.

-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value. 
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.5 "Security handling in mobility".

-
the AMF shall generate KN3IWF and transfer it to the N3IWF when KAMF is received from SEAF, or when K’AMF is received from another AMF. 

Keys in the gNB

The gNB receives KgNB and NH from the AMF. 

The gNB shall generate all further keys dedicated to protecting the 5G NR from KgNB and /or NH. 
Keys in the N3IWF

The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view.
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Figure 6.2.2-1: Key distribution and key derivation scheme for 5G for network nodes
6.2.2.2
Keys in the UE

For every key in a network entity, there is a corresponding key in the UE.

Figure 6.2.2-2 shows the corresponding relations and derivations as performed in the UE.

Editor's note: Figure needs to be updated according to the determination of the keys which should be stored in USIM. 

Editor's note: Figure needs to be updated according to the decision of KAUSF storage in USIM.
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Figure 6.2.2-2: Key distribution and key derivation scheme for 5G for the UE

Keys in the USIM

The USIM shall store the same long-term key K that is stored in the ARPF. 

During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME.

If provisioned by the home operator, the USIM shall store the home network public key used for concealing the SUPI.

Keys in the ME

The ME shall generate the KAUSF from the CK, IK received from the USIM. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3. 

When 5G AKA is used, the generation of RES* from RES shall be performed by the ME.

Storage of the KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME. The ngKSSI received from the network shall be stored along with the KAUSF accordingly.
Editor's Note: It is FFS to define the event(s) that triggers the storage of KAUSF in the ME or in the USIM.

The ME shall perform the generation of KSEAF from the KAUSF. If the USIM supports 5G parameters storage, KSEAF shall be stored in the USIM. Otherwise, KSEAF shall be stored in the non-volatile memory of the ME.

Editor's Note: It is FFS to define the event(s) that triggers the storage of KSEAF in the ME or in the USIM.

The ME shall perform the generation of KAMF. If the USIM supports 5G parameters storage, KAMF shall be stored in the USIM. Otherwise, KAMF shall be stored in the non-volatile memory of the ME.

Editor's Note: It is FFS to define the event(s) that triggers the storage of KAMF in the ME or in the USIM.

The ME shall perform the generation of all other subsequent keys that are derived from the KAMF. 

Editor's Note: It is FFS whether any subsequent keys that are derived from the KAMF needs to be stored at ME and if so, which keys.

Any 5G security context, KAUSF along with ngKSSI and KSEAF that are stored at the ME shall be deleted from the ME if:

a)
the USIM is removed from the ME when the ME is in power on state;

b)
the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;

c)
the ME is powered up and the ME discovers that there is no USIM is present at the ME.

***** End of Change 4 *****
6.2.3
Handling of user-related keys 
***** Start of Change 5 *****
6.2.3.1
Key setting

Key setting happens at the end of successful authentication procedure. The KAUSF derived during the primary authentication shall be stored at the AUSF. The AUSF shall assign the ngKSSI to identify the KAUSF. Authentication and key setting may be initiated by the network as often as the network operator wishes when an active NAS connection exists. Key setting can occur as soon as the identity of the mobile subscriber (i.e. 5G-GUTI or SUPI) is known by the AMF. A successful run of 5G AKA or EAP AKA' results in a new KAMF that is stored in the UE and the AMF with a new partial, non-current security context.


NAS keys (i.e. KNASint and KNASenc and AS keys (i.e. KgNB, KRRCenc, KRRCint, KUPenc, KUPint) are derived from KAMF using the KDFs specified in Annex A. The NAS keys derived from the new KAMF are taken in use in the AMF and the UE by means of the NAS security mode set-up procedure (see sub-clause 6.7.2). The AS keys are taken into use with the AS security mode set-up procedure (see sub-clause 6.7.4) or with the key change on the fly procedure (see sub-clause 6.9.6).

For the non 3gpp access, the key KN3IWF is derived from the KAMF. KN3IWF is stored in the UE and the N3IWF as specified in subclause 7.2.1. This key KN3IWF and the IPsec SA cryptographic keys are taken into use with the establishment of IPsec SA between the UE and the N3IWF.
NOTE:
For mapped security contexts, the KAMF is derived from EPS keys during interworking with EPS (see clause 8).

***** End of Change 5 *****
***** Start of Change 6 *****
6.2.3.2
Key identification


The key KAUSF shall be identified using the ngKSSI. The ngKSSI shall be stored in the AUSF and UE. The key KAMF shall be identified by the key set identifier ngKSI. ngKSI may be either of type native or of type mapped . An ngKSI shall be stored in the UE and the AMF together with KAMF and the temporary identifier 5G-GUTI, if available. 

NOTE 1:
The 5G-GUTI points to the AMF where the KAMF is stored.

A native ngKSI is associated with the KSEAF and KAMF derived during primary authentication. It is allocated by the SEAF and sent with the authentication request message to the UE where it is stored together with the KAMF. The purpose of the ngKSI is to make it possible for the UE and the AMF to identify a native security context without invoking the authentication procedure. This is used to allow re-use of the native security context during subsequent connection set-ups.

A mapped ngKSI is associated with the KAMF derived from EPS keys during interworking, cf. clause 8 of the present document. It is generated in both the UE and the AMF respectively when deriving the mapped KAMF when moving from EPS to 5GS. The mapped ngKSI is stored together with the mapped KAMF.

The purpose of the mapped ngKSI is to make it possible for the UE and the AMF to indicate the use of the mapped KAMF in interworking procedures (for details cf. clause 8).

The format of ngKSI shall allow a recipient of such a parameter to distinguish whether the parameter is of type native or of type mapped. The format shall contain a type field and a value field. The type field indicates the type of the key set. The value field consists of three bits where seven values, excluding the value '111', are used to identify the key set. The value '111' is reserved to be used by the UE to indicate that a valid KAMF is not available for use. The format of ngKSI is described in [35]

KNASenc and KNASint in the key hierarchy specified in clause 6.2.1, which are derived from KAMF, can be uniquely identified by ngKSI together with those parameters from the set {algorithm distinguisher, algorithm identifier}, which are used to derive these keys from KAMF.

The KN3IWF can be uniquely determined by ngKSI together with the uplink NAS COUNT are used to derive it according to clause A.9. 

The initial KgNB can be uniquely determined by ngKSI, together with the uplink NAS COUNT are used to derive it according to clause A.9. 

The intermediate key NH as defined in clause 6.9.4.1.1 can be uniquely determined by ngKSI, together with the initial KgNB derived from the current 5G NAS security context for use during the ongoing CM-CONNECTED state and a counter counting how many NH-derivations have already been performed from this initial KgNB according to clause A.10. The next hop chaining count, NCC, represents the 3 least significant bits of this counter. 

Intermediate key KgNB*, as well as non-initial KgNB, defined in clause 6.9.4.1.1 can be uniquely identified by ngKSI together with those parameters from the set {KgNB or NH, sequence of PCIs and ARFCN-DLs}, which are used to derive these keys from KgNB or NH. 

KRRCint, KRRCenc, KUPint, and KUPenc in the key hierarchy specified in clause 6.2.1 can be uniquely identified by ngKSI together with those parameters from the set {algorithm distinguisher, algorithm identifier}, which are used to derive these keys from KgNB.

NOTE 2:
In addition to 5G security contexts, the UE may also cache EPS security contexts. These EPS security contexts are identified by the eKSI, as defined in TS 33.401 [10].

***** End of Change 6 *****
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