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	Reason for change:
	According to TS 33.501, the KAUSF derivation location at the network is different for EAP-AKA' and 5G AKA. The clause 6.1.3.2 Authentication procedure for 5G AKA, states that,

 “5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF”. 

This makes clear that the KAUSF derivation happens in the UDM/ARPF for the 5G AKA method.  Moreover the clause 6.1.3.1
Authentication procedure for EAP-AKA' states that, 

“The UDM/ARPF shall subsequently send this transformed authentication vector (RAND, AUTN, XRES, CK', IK') to the AUSF.” and,

“The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF”. 

This confirms that the KAUSF is derived at the AUSF in EAP-AKA'. The clarity of KAUSF derivation with respect to the different authentication methods such as EAP-AKA' and 5G AKA is not captured in the clause 6.2.1 on key hierarchy. It is generally mentioned that the KAUSF is derived by the AUSF which is not correct according to the TS 33.501 and therefore this CR proposes to correct the following KAUSF derivation related error in the key hierarchy. Further the figure 6.2.1-1 needs editorial corrections as in EAP-AKA' the CK' and IK' are derived from CK and IK by ARPF and sent to AUSF in transformed AV. Therefore the text box denoting CK' and IK' need to be placed between ARPF and AUSF similar to other representations in the figure.


	
	

	Summary of change:
	Corrected locations of KAUSF derivation in clause 6.2.1 on key hierarchy
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	The error in the KAUSF derivation will persist in the TS 33.501
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Detailed proposal
6.2
Key hierarchy, key derivation, and distribution scheme

***** Start of Change *****
6.2.1
Key hierarchy

Requirements on 5GC and NG-RAN related to keys:

a)
The 5GC and NG-RAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.2.1-1: Key hierarchy generation in 5GS 

The keys related to authentication (see Figure 6.2.1-1) include the following keys: K, CK/IK. In case of EAP-AKA', the keys CK', IK' are derived from CK, IK as specified in clause 6.1.3.1.

The key hierarchy (see Figure 6.2.1-1) includes the following keys: KAUSF, KSEAF, KAMF, KNASint, KNASenc, KN3IWF, KgNB, KRrCint, KRRCenc, KUPint and KUPenc.

Keys for AUSF in home network:


-
KAUSF is derived,
[In case of EAP-AKA'] -  by ME and AUSF from CK', IK', received as a part of transformed AV from ARPF.
[In case of 5G AKA] - by ME and ARPF from CK, IK and sent to AUSF as a part of the 5G HE AV. 
· The anchor key KSEAF is derived by ME and AUSF from KAUSF.

Key for AMF:

-
KAMF is a key derived by ME and SEAF from KSEAF. KAMF is further derived by ME and source AMF when performing horizontal key derivation. 

Keys for NAS signalling: 

-
KNASint is a key derived by ME and AMF from KAMF, which shall only be used for the protection of NAS signalling with a particular integrity algorithm.

-
KNASenc is a key derived by ME and AMF from KAMF, which shall only be used for the protection of NAS signalling with a particular encryption algorithm. 

Key for gNB:

-
KgNB is a key derived by ME and AMF from KAMF. KgNB is further derived by ME and source gNB when performing horizontal or vertical key derivation. 
Keys for UP traffic: 

-
KUPenc is a key derived by ME and gNB from KgNB, which shall only be used for the protection of UP traffic with a particular encryption algorithm. 

-
KUPint is a key derived by ME and gNB from KgNB, which shall only be used for the protection of UP traffic between ME and gNB with a particular integrity algorithm.

Keys for RRC signalling: 

-
KRRCint is a key derived by ME and gNB from KgNB, which shall only be used for the protection of RRC signalling with a particular integrity algorithm.

-
KRRCenc is a key derived by ME and gNB from KgNB, which shall only be used for the protection of RRC signalling with a particular encryption algorithm.

Intermediate keys: 

-
NH is a key derived by ME and AMF to provide forward security as described in Clause A.10. 

-
KgNB* is a key derived by ME and gNB when performing a horizontal or vertical key derivation as specified in Clause 6.9.4.1.1 using a KDF as specified in Clause A.11. 

-  K'AMF is a key that can be derived by ME and AMF when the UE moves from one AMF to another during inter-AMF mobility as specified in Clause 6.9.3 using a KDF as specified in Annex <FFS>.

***** End of Change *****
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