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: This pCR proposes to provide clarification on AEFPSK derivation during authentication and authorization described in TS 33.122 clause 5.2.2.1 Method 1 – Using TLS-PSK
1
Decision/action requested

It is proposed to approve the updates given in this pCR.
2
References

[1] TS 23.222 V15.0.0 (2018-01)

[2] TS 33.122 V0.1.0 (2018-01) 

3
Rationale

The TS 33.122 [2], subclause 5.2.2.1 discusses the authentication and authorization using TLS-PSK where the AEFPSK is only bound to the AEF identity but not to the CAPIF core function and the API invoker. Binding the communication endpoints to the authentication based shared key generated after an authentication will improve the security and reliability of the communicating parties. These authentication and authorization procedures are followed after a successful onboarding procedure. Hence, this pCR proposes to bind the onboarding results to the subsequent authentication and authorization procedures and to include the communication endpoint identification information as a parameter in deriving the shared key AEFPSK.
4
Detailed proposal

5.2.2
Authentication and Authorization 

Editor’s Note: This clause will define authentication and authorization procedures on CAPIF-2e reference point.
***** End of Change *****
5.2.2.1
Method 1 – Using TLS-PSK

API invoker and API exposing function shall follow procedure in this sub-clause to establish dedicated secure session using TLS connection based on Pre-Shared Key. CAPIF-1e authentication shall be used to bootstrap a Pre-Shared key for authenticating a TLS connection for CAPIF-2e. 

Figure 5.2.2.1-1 details the message flows between API invoker, CAPIF core function and API exposing function, to establish secure CAPIF-2e interface using a pre-shared key for authentication. 
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Figure 5.2.2.1-1: CAPIF-2e interface authentication and protection using TLS-PSK
1.
CAPIF-1e authentication and secure session established as specified in clause 5.1.1 of this specification is performed. 

2.
After successful establishment of TLS on CAPIF-1e, the API invoker and the CAPIF core function shall derive the key AEFPSK. Derivation of the key AEFPSK at the CAPIF core function may be delayed till a request for AEFPSK is received from AEF in step 4A. 

Editor’s Note: Derivation of AEFPSK is FFS and could be based on TLS session master key, session parameters.

The Key AEFPSK shall be bound to  the CAPIF core function specific API invoker identity, onboard token, CAPIF identity and the AEF identity. 

3. The API Invoker initiates the TLS establishment procedure with the AEF.

4.
AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PSK: AEFPSK) to the AEF over CAPIF-3 reference point. 

5. The API Invoker and the AEF shall perform mutual authentication using the key AEFPSK and establish TLS session over the CAPIF-2e. 

After successful establishment of TLS on CAPIF-2e reference point, API exposing function shall obtain API invoker’s authorization rights as specified in TS 23.222 [3] from the CAPIF core function.

***** End of Change *****
