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1
Decision/action requested

This contribution discusses the issue of multiple registrations on one PLMN and proposes a solution for inclusion in TS 33.501
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Rationale

Over the last few meetings, SA3 have been trying to conclude on the rules for managing the NAS security context when the UE may be registered in the same PLMN over 3GPP and non-3GPP access, see for example [2] and [3]. Looking at the analysis in [2], there are cases (i.e. when there is change of security context at an AMF change) when it is good for one NAS Security Mode procedure to change both security context. The analysis in [3] points to cases when it is better just to change the security relating to the access that the NAS SMC procedure is run over (i.e. registered on both access and wanting to avoid the possibility of race conditions on the security context in use on the other leg).

By NAS Security Mode procedure in the above paragraph, we also include the NAS Container in N2 and interworking handovers that change the NAS Security Context.
We agree with the analysis in [2] and [3] that both cases need to be supported (i.e. a NAS Security Mode procedures can change the NAS Security Context on either the just the access is run over or on both access). This leads onto two open issues:

· Firstly, should there be an explicit signalling in the NAS Security Mode procedure on whether to change one or both NAS Security Contexts or does it happen implicitly, i.e. due to the current situation 

· Secondly, on which situations to mandate a change of one and/or both NAS Security Contexts
On the first question, we believe that the indication should be explicit. This avoids the problem of having to analyse all the states that the UE and network could be in and assigning behaviours. For example, this could be problematic if there are cases when the UE believes it is only registered on one access, but the network believes the UE is still registered on both. Using explicit signalling enables the network to indicate the state of the NAS Security Contexts of the UE that the network currently maintains.
On the second question, it is proposed that recommendation on behaviour are provided but the final implementation on when to change both is left to AMFs. 
A companion contribution (S3-181322) implements these proposed changes for TS 33.501 [1].
4
Detailed proposal

It is proposed that SA3 agree S3-181322. 
