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***
BEGIN CHANGES
***

6.4.7
Security aspects of SMS over NAS
Specific services of SMS over NAS are defined in TS 23.501 [2], and procedures for SMS over NAS are specified in TS 23.502 [8]. 

For registration and de-registration procedures for SMS over NAS, the details are specified in subclause 4.13.3.1 and 4.13.3.2 in TS 23.502 [8]. The NAS message can be protected by NAS security mechanisms.

For MO/MT SMS over NAS in CM-IDLE/CM-CONNECTED via 3GPP/non-3GPP, the UE has already activated NAS security with the AMF before sending/receiving SMS. The NAS Transport message shall be ciphered with NAS ciphering key based on the KAMF, and integrity protected with NAS integrity key based on the KAMF by the UE/AMF as described in subclause 6.4 in the present document. 



***
END OF CHANGES
***
