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Decision/action requested

Approval to make the text changes indicated below
2
Rationale

Section 10.1 of [1] describes how 3GPP has often standardised (at least) two cryptographic algorithms for a particular purpose, to provide resilience in case one of the algorithms is broken in future.  However, the type of resilience provided is rather different in different cases.  We propose some text to clarify this.  We also add some information about how the algorithm pairs are selected.
3
Detailed proposal

Make the following changes to [1]:
***** Start of change *****
10.1 
Overview of existing GSMA/3GPP symmetric algorithms

This section lists and analyses the existing symmetric GSMA/3GPP algorithms for authentication, AKA key generation, encryption and integrity.

10.1.1
Algorithms for authentication and AKA key generation

Figure 10.1.1-1lists the GSMA and 3GPP algorithms for authentication and AKA key generation. Legacy algorithms with keys smaller than 128 bits are no longer recommended and should be phased out due to their short key length.

	Cipher
	Proprietary
	Proprietary
	Proprietary
	AES
	Keccak

	Input Key Size
	128
	128
	128
	128
	128, 256

	Output Key Size
	54
	54
	64
	128
	128, 256

	RES Size
	32
	32
	32
	64
	32,64,128,256

	Name
	COMP-128-1
	COMP-128-2
	COMP-128-3
	MILENAGE
	TUAK


Figure 10.1.1-1: Algorithms for authentication and AKA key generation

3GPP systems has often specified two (or more) cryptographically strong algorithms for a particular purpose. In the case of radio interface algorithms, together with algorithm negotiation, this means that the 3GPP systems are strong even if a weakness is found in one of the two algorithms; because it is mandatory for UEs to support both algorithms, a network can safely be switched from using one algorithm to using the other one. 
The case of AKA algorithms is slightly different, since it is not normal for a USIM to support two alternative AKA algorithms, and there is no standardised algorithm negotiation. However, it is still useful to have two algorithms standardised, so that at least an alternative is readily available if any flaw is ever found in the used algorithm. In the special case of eUICC, having two algorithms supported on the eUICC platform is particularly useful: if a flaw is found in the algorithm in use, a profile switch can select the other algorithm.
When choosing two alternative algorithms, ETSI SAGE generally try to ensure that the algorithms are different in nature, in such a way that an advance in cryptanalytic technique affecting one algorithm is unlikely also to affect the other.
For AKA key generation with 256-bit keys, as well as RES sizes larger than 64 bits, only one algorithm is currently specified (TUAK based on the Keccak sponge function also used in SHA-3).
 To follow the principle of having two parallel algorithms (which has served cellular systems well), GSMA/3GPP need to standardize a second AKA key generation algorithm for 256-bit keys and longer RES. One possible option being MILENAGE extended with AES-256 in addition to AES-128. 
***** End of change *****
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