3GPP TSG SA WG3 (Security) Meeting #91	S3-181234
Belgrade(RS), 16 April - 20 April 2018	revision of S3-17xabc

Source:	China Mobile
Title:	Discussion on authentication and key management for applications based on 3GPP credential in 5G IoT
Document for:	Discussion
Agenda Item:	8.8
1	Decision/action requested
It discusses on authentication and key management for applications based on 3GPP credential in 5G IoT and kindly requires 3GPP SA3 to approve the related SID S3-18xxxx.
2	References
[1]	3GPP TS 33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)  
[2]	3GPP TS 33.163 Battery Efficient Security for very low Throughput Machine Type Communication (MTC) devices (BEST)
[3] 	3GPP TS 23.501 System Architecture for the 5G System

3	Rationale
3.1 Backgound
3.1.1 Chanllenges and Requirements 
In 5G mIoT scenario, the authentication of a UE is needed to allow only the authentic UE to access to application servers. A session key known by the UE and application server is required to ensure the integrity and confidentiality of data transimission. 
In IoT application layer, some security protocols depend on the provisioning of pre-shared keys or certificates management. However, some resource-constrained devices are difficult to manually configured shared keys due to the lack of screens and keyboards, and may be unable to use a certificate system due to limited capability of CPU. Moreover, managing a large scale of pre-shared keys, or certificates is a huge challenge for the IoT application providers. 
Therefore, it is suggested that the operators should be able to provide authentication and key management capabilities for applications based on 3GPP credential in 5G IoT. On the one hand, this approach makes the deployment and use of IoT applications easier; on the other hand, it also makes full use of the operator's network capabilities and advantages.
3.1.2 Current schemes in 3GPP
3GPP has developed schemes (like GBA and BEST) that enable the generation of application keys based on 3GPP credential. 
GBA is developed under  2/3/4G networks with a new network element BSF (Bootstrapping Server Function) introduced. Figure1 is the simple network model of GBA. BSF is responsible for key distribution between UE and NAF (Application Server). HTTP protocol runs over reference point Ua, Ub and Zn [1].


Figure 1. Simple network model of GBA
BEST defines elements, protocols and procedures that enable battery efficient security for low throughput devices such as MTC devices [2]. Figure2 shows the architecture of BEST. BEST was designed under 4G network . The security is between the UE and either an element in the service provider home network (the HSE) or an element in the enterprise domain (the EAS). HSE is responsible for key distribution. The EMSDP protocol runs between the UE and the HSE.

                     
Figure 2. Architecture of BEST
3.2 Gap analysis
According to TS 23.501[3], the 5G architecture is defined as service-based:
- 5G System consists of network functions (NF), while 4G and 3G system apply network elements (NE).  Thus NE can not be directly mapped into NFs;
- 5G control plane protocol shall apply HTTP/2+JSON, which is different from 4G and 3G.
The current two reference schemes, i.e. GBA and BEST, are not applicable to 5G directly for the following reasons:
- Interface support:
For GBA, Zh interface is not available in 5G,
For BEST, S6a interface in BEST is not available in 5G
- Network elements are not available 
For GBA, no HSS and BSF are available in current 5G architecture.
For BEST, no HSS and HSE are available in current 5G architecture.
· Porotocols used in GBA and BEST are not suitable for IoT scenario:
In GBA, HTTP protocol is used between UE and NAF, which is heavy for resource-constrained IoT devices,
In BEST, EMSDP protocol is used between UE and HSE, which is not popluar for IoT applications and devices.
3.3 Principles
For the study item, following principles are considered:
- Functionalities:
Authentication between UE and application server per application;
On demand key derivation between UE and application server.
- Extendibility: a unified framework that decouple security capability from specific application protocol, which helps:
Easy to support new application protocols for IoT devices, network operator can introduce new IoT protocols to the framework without changing any of core network interface and NFs;
Easy to communicate with application servers: exploit popluar interface, such as RESTful API;
- Least impact on current 5G architecture and flows.
3.4 Way forward
3.4.1 Time schedule
For time schedule, we need to investigate status of current work in 3GPP SA3. In the last meeting, TS 33.501 is sent for approval, most of 5G phase 1 security works are finished. As a result, there will have time for other issues. 
Considering the importance to network operators, this SID needs to be set up in this meeting.
The work of SID can be finished before March, 2019.  
3.4.2  Scope
The scopes of the study are to identify key issues, derive requirements and study solutions to support authentication and key management for applications based on 3GPP credential in 5G IoT, which are as follows:
· Investigate the requirements and necessity to provide authentication and key management to applications in 5G IoT scenarios allowing a UE to securely exchange data with an application server
· Analyse the gap between requirements and the existing schemes (like GBA and BEST).
· Propose the solutions suitable for 5G IoT scenarios. 
· Decouple the transport from the procedures and use generic NF
· Consider backward compatibility to the existing schemes (like GBA and BEST).
· Recommendation on security architecture, procedure(s), parameter(s), etc.
The study focuses on the IoT scenarios at the current stage. It may be extended to other applications in the future if needed, such as Web applications.
3.5 Considerations
UE, network, and application server are involved in the security architecuture for providing authentication and key management for applications based on 3GPP credential. Some considerations related to them are as follows.
3.5.1 Considererations to UE and network
UE relies on the network capabilities for authenticating to application server and deriving the keys for secure communication with application server. At least following aspects should be taken into account:
· It would be better to re-use current network-level security methologies, such as authentication.
· Keys generated in procedure should not be transferred between UE and network, especially over the air
· The RAN shall support the transmission of IP and non-IP data
3.5.2 Considerations to network and application server
The application server derives the keys and (implicitly) authenticates to UE based on the exposed network capabilities. The following aspects should be considered:
· A border like NEF should be involved for security reasons, e.g. topology hiding, authorization.
· All data transmission between border and service platform can be protected, e.g. integrity, anti-replay, and confidentiality for sensitive data. 
· Any 3GPP network inside information should not be revealed to application server, such as IMSI/SUPI, cell-id, etc.
· Transport protocol shall be decoupled from the application protocol  
3.5.3 Considerations to UE and application server
The communications between UE and application are protected by using keys known to them. At least the following aspects should be concerned:
· The secure connection should be application protocol independently.
· The secure connection should be separate for each UE and application server pair
· A set of keys should be known by UE, network, and application server
· A set of keys should be known by UE and application server.
3.5.4 Considerations to UE implementation
UE implementation should be given a particular attention as it relates to the chip manufanture, handset producer, and APP developer etc.  
· Keys shall be generated on either UICC or ME. 
· APP shall be authorized to acquire such keys. 
· The UE ID should be independent of network identity like IMSI/SUPI etc. 
· UE supports IP data stack or non-IP data stack.
4	Proposal
We propose that SA3 discusses how the security work on authentication and key management for applications based on 3GPP credential in 5G IoT is organized, and starts a new Rel-16 study item. 
A draft SID proposal is provided in another document.
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