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3GPP™ Work Item Description
For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 	New SID on SCAS for 3GPP virtualized network functions
Acronym: {Propose an acronym. Final acronym to be confirmed at the plenary. The sign "-" is a level separator between (Feature)-(Building Block)-(Work Task). The sign "_" can be freely used. Studies have to start by "FS_". Each acronym level has to be simple and short, 8 characters max recommended.} 
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a … {Tick one box. "Feature / Building Block / Work Task" form a hierarchical structure. E.g. no Building Block can be proposed without a corresponding parent Feature. The full structure of all existing Work Items is shown in the 3GPP Work Plan in ftp://ftp.3gpp.org/Information/WORK_PLAN } 
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	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent and child Work Items 
{For a Feature: list here the children Building Blocks (optional) and Work Tasks (optional)}
{For a Building Block: list here the parent Feature (mandatory) and children Work Tasks (optional)}
{For a Work Task: list here the parent Building Block (mandatory)}
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	{mandatory text: "parent WID" or "child WID"} 



2.3	Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one but are not part of the hierarchical structure.}
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	620062
	Security Assurance Specification for 3GPP network products
	



Dependency on non-3GPP (draft) specification: 
No
{This section is to be typically used to identify the IETF dependencies. Delete the header "Dependency on non-3GPP (draft) specification:" if no such dependency.}
3	Justification
The traditional telecom network functions are coupled with underlying dedicated hardwares. For a large scale network, the deployment of the new network functions and services needs standard establishment,  product deployment, network device purchase, device deployment, service debugging and service online etc. This may lead to a long time procedure for introducing the new network functions and services.  It is difficult to satisfy the fast update and iteration requirements of the services. 
In order to resolve the above problems, NFV (Network function virtualization) is introduced into the telecom network as a critical technology. NFV decouples the network functions from the traditional dedicated hardware and uses the virtualization platforms and the commercial of-the-shelf (COTS) hardware to deploy the network functions. NFV can scale-on/scale-out according to the service’s requirements and break the vendor lock-in problem. So, NFV brings the rapid, flexible telecom service deployment and has the cost-efficient.  The usage of NFV also makes the deployment of the network slices and the SBA architecture easier than the traditional network products. But, these benefits come at the price of some security threats.
In comparison to the traditional network product, the 3GPP VNF (was defined by SA5 in TS28.500) is run in the open environment (i.e. it runs on the VM and shares the hardware resources with other VMs) and has more exposed interfaces. Besides the security threats of the traditional 3GPP network products, the 3GPP VNFs face with the security threats due to the commercial of-the-shelf (COTS) hardware, the virtualization platforms, the Guest OS and VNFM etc. With the deployment of the 3GPP VNFs, the security assurance for the 3GPP VNF is therefore highly desired.

4	Objective
The objective is to study SCAS (Security Assurance Specification) for the 3GPP VNF. It includes but not limits the following contents:
· Study SCAS methodology for the 3GPP VNF based on the current SECAM in the TR33.916;
· [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Define generic 3GPP VNF model and identify critical assets and threats;
· Study general SCAS for 3GPP VNF.
The security threats from the virtualization platform should refer to the current specifications in the other SDO (e.g. ETSI).
This work will focus on the specific security threats and security requirements of 3GPP VNF and refer to the current study and deliveries of scas in SA3.  It will also refer to the identified NFV security threats and requirements (in particular, about the security threats of the virtualization platform) by other SDO and communicate with other SDO if it is needed.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	TR33.xxx
	 internal TR
	Jin Peng, China Mobile
	TSG#82
12/2018
	TSG#83
3/2019
	{conditional free text}


Note 1:	Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.
Note 2:	The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	



6	Work item Rapporteur(s)

Jin Peng, China Mobile,pengjin@chinamobile.com
{The first listed Rapporteur is the work item primary Rapporteur. By default, the primary Rapporteur shall ensure the production of the post-completion summary. 
Secondary Rapporteur(s) are possible for specific secondary task(s), such as: "Write the post-completion summary"; "In charge of a specific aspect of the work item (specify which)"; "Rapporteur for a secondary responsible WG (specify which)"} .
7	Work item leadership
SA3

8	Aspects that involve other WGs
No
9	Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 
	Supporting IM name

	KPN

	China Unicom

	ZTE

	CATR

	CATT

	360

	




