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1
Decision/action requested

It is requested to endorse the proposals in the paper.
2
References
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3
Rationale

3.1
General
There is an LS S3-181119 [1] from RAN2, it is said that

“

RAN2 has discussed RRC Inactive state and made the following agreements regarding when the UE performs resume or RNA update:

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.

FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.

2
A MAC-I is included in the RRC message (MSG3) as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.
”

RAN2 has reached an agreement that MAC-I in MSG3 shall be verified by the last serving gNB, which is similar with the resume procedure in LTE. In addition:
“

RAN2 also made the following working assumptions:

1
A NCC is provided to the UE when the connection is suspended

2 
New KgNB key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.

Based on the working assumptions, it is RAN2 understanding that the new KgNB key is derived by UE via either horizontal or vertical key derivation based on the value of the NCC received in the suspend message sent by the last serving gNB.
”

RAN2 has made two working assumptions above, the last serving gNB will provide an NCC to the UE while sending UE to INACTIVE, UE shall store this NCC, and when the UE decides to perform resume or RNAU, the MAC-I in MSG3 shall be computed using a new KgNB* derived according to the stored NCC. This is a new feature which is different from resume procedure in LTE.
“

In addition, RAN2#98 agreed to the following for MSG4 security:

In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1

FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

”  
RAN2 has also agreed to at least integrity protect MSG4, and recommends to cipher MSG4. This is different than LTE. In LTE MSG4 is just integrity protected, and is not ciphered. Therefore, ciphering MSG4 is also a new feature. Finally:
“

To SA3:
ACTION: RAN2 kindly asks SA3 to indicate whether there is any security issue with the above agreements and working assumptions.
”

RAN2 has asked SA3 to evaluate the security issue(s) for the above agreements and working assumptions. Thus, this contribution discusses the two new features, and identifies potential security issues.
3.2
Ciphering for I-RNTI Protection
In resume procedure in LTE, resume ID is sent in a suspend message which is integrity protected and ciphered to avoid tracking of UEs. Since I-RNTI has the same function of resume ID, the RRC message configuring a new I-RNTI is recommended to be ciphered and integrity protected. 

Proposal 1: Any RRC message configuring a new I-RNTI is recommended to be ciphered and integrity protected. 
3.3
RAN2 Working Assumptions
3.3.1
General

According to RAN2 WA, NCC is provided to the UE when the connection is suspended, which means the NCC and all other security parameters (e.g., integrity protection and ciphering algorithms) are associated with the UE and the last serving gNB. The UE shall store this NCC as current NCC. 

When the UE wants to send MSG3, which may be triggered by resume or RNAU, the UE derives a new KgNB* by comparing the stored current NCC and last used NCC. If it is the same, the UE will derive the new KgNB* horizontally, otherwise, the UE shall derive the new KgNB* vertically. 
According to the RAN2 WA, the new KgNB* will be used for the calculation of MAC-I in MSG3. Therefore, the UE will derive Krrc-int* according to the new KgNB* and using the identity of the integrity protection algorithm used between UE and the last serving gNB; the UE shall then compute MAC-I with Krrc-int* and the old integrity protection algorithm. When the last serving gNB receives MAC-I, the last serving gNB shall similarly derive the new KgNB* and Krrc-int* to verify the MAC-I.

From the assumption above, there may be two security issues, i.e. security negotiation and NCC handling.
3.3.2
Security Negotiation

In all similar scenarios which include UE movement (e.g., Xn and N2 handover), the target gNB may support security algorithms or security algorithms’ priority that are different than what the source gNB supports. INACTIVE is a general state which will be supported by all 5G UEs without restriction to UE movement.  So, resume or RNAU procedure should also support security negotiation by the target gNB as in Xn and N2 handover scenarios.
According to WA above, the UE derives Krrc-int* according to old algorithm ID and KgNB*, and computes MAC-I using Krrc-int* and the old algorithm. The last serving gNB will verify the MAC-I, and send the UE context to the target gNB, which includes KgNB*, UE security capability and identities of the old integrity protection and ciphering algorithms. 
If the security algorithms or security algorithms priority supported by the target gNB is different than what has been used between the UE and the last serving gNB, the target gNB may choose a new integrity protection and/or ciphering algorithm, derive new RRC ciphering and integrity protection keys, and protect MSG4 with the new algorithms and new RRC keys. 
Proposal 2: Resume or RNAU procedure shall support security negotiation. 
However, if MSG4 is to be ciphered, there is no way for the target gNB to signal the identity of the new algorithms to the UE.

Observation 1: The working assumption #2 could not support security negotiation.

Proposal 3: Reply to RAN2 that working assumption #2 does not support the principle of security negotiation if MSG4 is ciphered.
3.3.3
NCC handling

In resume procedure in LTE, last serving eNB derives a new KeNB* according to whether it has an unused (NCC,NH) pair, and sends the KeNB* and related NCC to the target eNB; the target eNB will provide the NCC to UE in MSG4 and the UE will derive KeNB* according to the received NCC. After a successful resume, the target eNB will perform Path Switch procedure, and get a newly computed {NH*, NCC*} from MME. The procedure is similar to handover procedures, the new {NH*, NCC*} may be used for the next Handover or Resume procedure. The source eNB uses the newest NH to derive KeNB*, so that 2-hop forward security is achieved.
But according to WA above, the order of key derivation is reversed. The UE derives the new KgNB* according to the stored current NCC at first, then the last serving gNB derives the KgNB* according to whether the last serving gNB has an unused (NCC,NH) pair. The UE and the last serving gNB should hold the same {NH, NCC} when the UE is in INACTIVE, otherwise, the UE and the last serving gNB may go out of sync and derive different KgNB*.

According to WA #1, the UE gets an NCC from the last serving gNB, stores it as current NCC and goes into INACTIVE. After that, if the last serving gNB gets a new {NH*, NCC*} from AMF, e.g. path switch, there are two possible results when the UE tries to resume or send RNAU:

1. The last serving gNB stores the new {NH*, NCC*} as in LTE; while the UE will derive the KgNB* according to the old stored NCC, the gNB will derive KgNB* according to new NH*. Thus, the UE and the last serving gNB will be out of sync and get different keys, which is a technical problem.

2. The last serving gNB ignores the new {NH*, NCC*}, the UE and the source gNB could derive the same key, but the key is derived according to old NCC, 2-hop forward security could not be achieved, which is a security downgrade from LTE. Because the new {NH*, NCC*} will not be used and should be discarded by the last serving gNB in order to support 2-hop forward security.
Observation 2: The working assumption #1 may not support 2-hop forward security, which is a security downgrade from LTE.    
Proposal 4: Reply to RAN2 that working assumption #1 may not support 2-hop forward security. 
4
Detailed proposal

This contribution has the following observations, 

Observation 1: The working assumption #2 could not support security negotiation. 
Observation 2: The working assumption #1 may not support 2-hop forward security, which is a security downgrade from LTE.

In addition, the contribution proposes the followings,

Proposal 1: Any RRC message configuring a new I-RNTI is recommended to be ciphered and integrity protected.
Proposal 2: Resume or RNAU procedure shall support security negotiation.

Proposal 3: Reply to RAN2 that working assumption #2 does not support the principle of security negotiation if MSG4 is ciphered.

Proposal 4: Reply to RAN2 that working assumption #1 may not support 2-hop forward security.
Proposal 5: SA3 Reply LS to RAN2 should include the above observations and proposals, and request RAN2 to take them in consideration while deciding on the resume and RNAU procedures.
