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Release 15 Submission form

	Feature / Item:
	Security for 5GS Phase 1 Security

	Affects:
	UICC apps:

	ME:


	AN:


	CN: X

	Others (specify):


	Expected Completion Date:
	September 2018

	Service(s) impacted:
	Interoperator roaming 

	Specification(s) affected:
	33.501

	Task(s) within work which are not complete:
	Security of SBA on the 5G roaming interface

	Consequences if not included in Release 15:
	Insecure 5G roaming interface, not fulfilling the security requirements, insecure N32 interfaces susceptible to bid-down attacks.


Abstract of document:
The in progress security of service based interface between operators in roaming scenarios needs to be completed. The architecture of the security solution is agreed, cf. SA 3 approved draft CR S3-181937. However, details still need to be worked out during the next quarter. Standardizing the interoperator roaming interface without the security solution could lead to permanently insecure N32 interfaces, as retrofitting won't be possible and opening the opportunity for bidding down attacks.
Contentious Issues:

None 
