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1
Decision/action requested

Approval to add this content to SBA living document as an appendix
2
References

None
3
Rationale

This document is for inclusion in the living document on SBA security.  It captures the discussion in S3-181739, which was input to a conference call on the topic of integrity protection for application layer security on the N32 interface.  This document summarises the options for integrity protection in JOSE and suggests which mechanisms are most appropriate for the N32 interface.

4
Detailed proposal
Annex A (informative):
Options for integrity protection on the N32 interface

The JSON framework offers three cryptographic mechanisms for integrity protection: keyed MACs, digital signatures and authenticated encryption with additional data (AEAD).  Keyed MACs and AEAD are symmetric mechanisms while digital signatures are asymmetric.

JSON Web Signatures (JWS) [11] provide integrity protection for arbitrary data using MACs or digital signatures.  JSON Web Encryption (JWE) [12] represents encrypted content using JSON-based data structures.  All content encryption algorithms in JWE are authenticated encryption algorithms, meaning that these algorithms provide integrity protection of the data, as well as confidentiality protection.  All content encryption algorithms in JWE permit the inclusion of Additional Authenticated Data (AAD).  This is data which is integrity protected but not encrypted.  Therefore, JWE can be used when confidentiality protection is only required for certain IEs.  Whether JWE can be used when no encryption is required is undefined.

Table A-1: Comparison of options for integrity protection on N32 interface

	
	MAC
	Digital signature
	Authenticated encryption

	Confidentiality and integrity protection achievable within JOSE framework
	Yes – JWE encapsulating JWS or JWS including JWE
	Yes – JWE encapsulating JWS or JWS including JWE
	Yes – JWE only

	Allows integrity protection only
	Yes
	Yes
	Undefined

	Signature/MAC size(s)
	JWS: 256 bits – 512 bits

JWE: 128 bits
	JWS: 512 bits – 2048 bits

JWE: 128 bits
	JWE: 128 bits

	Non-repudiation
	No
	Yes
	No

	Confidentiality protection for specific IEs
	Yes
	Yes
	Yes

	Separate keys for integrity protection and encryption
	Yes
	Yes
	Maybe (algorithm dependent)

	Allows IPX modifications
	Maybe – Different keys for endpoints and IPXs preferred.  
	Yes - IPXs need own certificates for signing message changes. Multiple signatures can be added to one message.
	Maybe – Different keys for endpoints and IPXs required. 


When both encryption and integrity protection are required the simplest mechanism for integrity protection for SEPP-SEPP communications is authenticated encryption, which is provided by all JWE encryption algorithms.  This requires the least overhead of all options, both in terms of bandwidth and processing.  Using an authenticated encryption mechanism reduces complexity, making it less likely that mistakes will be made in securing messages.  Authenticated encryption algorithms also reduce the possibility of combining integrity and encryption algorithms in an insecure manner.

When integrity protection alone is required the behaviour of JWE is undefined, so JWS is a more appropriate mechanism for messages which require no encryption.  MACs are preferable to signatures in this scenario due to their reduced overhead.  Alternatively, JWE could be used, with a defined “null” value for the JWE plaintext.
An IPX might not have a relationship with every operator to whom it routes a message, hence agreeing shared keys might be difficult. Therefore, digital signatures are the most appropriate integrity protection mechanism for IPX modifications.  The disadvantage of using digital signatures is that they add an overhead to communications in terms of bandwidth and a cryptographic overhead for signing and verification.  Therefore, addition of digital signatures to every modified message could significantly increase the IPX’s processing requirements.

