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Decision/action requested

It is proposed to 1) agree the editorial changes related to the general implementation requirements for IPsec 2) the introduction of DTLS for the protection of SCTP based signalling interfaces 
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Rationale

3.1
Corrections to clause 9.1

Version 030 of TS 33.501 [1] contains a general clause (7.1) about the protection of IP based interfaces. The intention behind this clause was to collect all IPsec implementation requirements. Such clause can be then referred to when describing the security mechanisms for all concerned interfaces, e.g. N2, N3, Xn, etc. Because of the approval of pCR S3-17253 [3] during meeting SA3#88bis followed by the major restructuring of TS 33.501, the content of this clause ended up misplaced and many of the corresponding references are now dangling.
More precisely, in the latest version of TS 33.501 [2] the following is obdserved.

· Clause 9.1: The protection of the Xn interface is included in this clause 9. Since Xn is also used to transport user plane traffic, it is not clear what is intended by the current sentence: This clause applies only to signalling interfaces, with the exception of N3 (user plane interface between the access network and the core network).
· Clause 9.2: The first editor’s note is no longer needed and a reference to a non-existent clause (9.1.2) is used.

· Clause 9.3:  A reference to a non-existent clause (9.1.2) is used.

· Clause 9.4: References to non-existent clauses (7.1.2 and 9.1.2) are used.

· Clause 9.5: Contains the original content which was intended to be referred to from the clauses mentioned above.
A first companion CR to TS 33.501 includes changes to clause 9.1 to 9.5 implementing the necessary corrections. The main change consists in bringing the generic content currently under clause 9.5 back to clause 9.1 as it was in version 030 of TS 33.501 [1]. 
3.2
Corrections to clause 9.5
The Editor’s Note in clause 9.6 suggests that the described solution is an alternative for interconnect security. The content itself is not specific about whether the N32 interface is in scope of this solution. But this this is unlikely since the N32 interface is neither DIAMETER nor GTP based and thus is out of scope of the entire clause.

Another observation is that besides the N3, there are GTP and DIAMETER based interfaces in the 5G System that are used for interacting with entities belonging to a different system. These includes the interfaces for interacting with the IMS system, e.g. Rx, and interfaces like N26 between AMF and MME for interworking with EPS.

The first companion CR to TS 33.501 includes also changes to clause 9.5 clarifying which interfaces are in scope of the clause.

3.3
Protection of the gNB internal interfaces

The protection of the internal gNB interfaces in the split architectures are missing though the corresponding security requirements are already listed in clauses 5.3.9 and 5.3.10 of TS 33.501 [2]. 
The F1 interface between the gNB-CU and the gNB-DU is described in TS 38.470 [4]. It consists of F1-C for signalling and F1-U for user data transport. According to TS 38.470 [4], F1 signalling is transported over SCTP, while F1 user data is transported over GTP-U. The E1 interface is described in TS 38.460 [5] and is only used for signalling. Like F1-C, the E1 signalling is transported over SCTP.

For the protection of the SCTP based interfaces it is proposed to mandate DTLS in addition to IPsec while for GTP based ones it is proposed to continue mandating only IPsec. IPsec has been the de facto standard protocol for the protection of the network interfaces but interopability issues between different implementations have been a hinder to its deployment in many cases. Nevertheless, IPsec does fulfil the security requirements, has the advantage of providing topology hiding and is the best suited for the transport of the user plane. Therefore, IPsec shall be supported. 
DTLS meets the security requirements, is lightweight and when run over IPsec can provide security beyond the SEG, where usually IPsec is terminated, up to the communicating entity. Introducing DTLS in addition to IPsec enables to meet the requirement for decoupling the mechanisms for the protection of signalling and user plane interfaces. DTLS is considered as secure as TLS and all known attacks on TLS are documented, e.g. in RFC 7457.
A second companion CR introduces the protection mechanisms for the F1 and the E1 interfaces and a third companion CR intorduces DTLS for the protection of the N2 and Xn-C interfaces.
4
Detailed proposal

It is proposed to agree the companion CRs.
