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Decision/action requested

Approve pCR to living document S3-181474.
Use proposed solution as basis for normative work.
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Rationale

3.1

Problem formulation: Applying JWE and JWS for application layer solution

One piece of the application layer solution for N32 is the application of JWS (JSON Web Signature [2]) and JWE (JSON Web Encryption [3]) for performing the actual encryption and integrity protection of sensitive data. JWS and JWE are RFCs produced by the JOSE (Javascript Object Signing and Encryption) working group of IETF.

The assumptions for this piece of solution are that the message has been rewritten as a JSON object, that the SEPP knows which sub-objects of the JSON object it has to protect, which method (encryption, integrity protection) to apply and which keys to use. Following this assumption, there are three sub-problems that need to be addressed: Encryption of message element, Integrity protection of whole JSON object, Authentication of IPX provider modifications. 
Encryption of message element: This is the problem of encrypting a sub-object of the JSON object into which the HTTP message has been rewritten.

Integrity protection of whole JSON object: This is the problem of integrity-protecting the whole JSON object into which the HTTP message has been rewritten. We propose to address the issue of replay-protection as well.

Authenticated IPX provider modifications: This is the problem of the receiving SEPP being able to verify the authenticity of modifications made by the IPX providers. The assumption here is that the modifications are JSON objects added to the integrity protected JSON object into which the HTTP message has been rewritten.

All of these three sub-problems can be solved with one of the following three sub-solutions:

Symmetric encryption using JWE,
Integrity protection by MAC using JWS, or
Integrity protection by signature using JWS

Which sub-solution is to be chosen for which sub-issue is to be decided by the asymmetric vs symmetric activity for the application layer solution. In the following, we only describe how to apply the three sub-solutions to a given JSON object.

3.2

Symmetric encryption using JWE

As the assumption is that the SEPPs have agreed on session keys, the encryption session keys can simply be used for encryption and there is no need for using an additional key exchange. This means that the "alg" (see [4]) parameter denoting the key exchange method is set to "dir", i.e. "Direct use of a shared symmetric key as the CEK". 
For the symmetric encryption method, the supported ones are to be defined in the JWE/JWS profile, see the proposal S3-181824. The method is indicated in the "enc" parameter. All the supported algorithms require sending an Initialization Vector. It seems reasonable to use the AES GCM mode of operation, as proposed in S3-181824. Because AES GCM uses AES counter mode measures need to be taken to mitigate attacks on using constant IV. Therefore, the IV should consist of a static part that is derived together with the session keys, and a counter part that is increased at every use. Following clause 8.4 of [4], the same session key shall not be used more than 232 times.
3.3

Integrity protection by MAC using JWS
The "alg" parameter (see [4]) indicates the chosen MAC algorithm. It seems reasonable to use the HMAC family, see S3-181824.
The desired application layer solution should also provide replay protection. This could be solved by introducing a counter in the JSON object into which the HTTP message is rewritten. The integrity protection will then hold for the counter as well. The two directions (pSEPP – cSEPP, cSEPP – p SEPP) could have separate counters. 
3.4

Integrity protection by signature using JWS

The "alg" parameter (see [4]) indicates the chosen signature algorithm. It seems reasonable to use modern elliptic curve algorithms, see S3-181824.
3.5

Stage 3 considerations

Additionally, there are details that need to be solved in stage 3, like the choice of serialization format or possible use of compression.
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*** BEGIN CHANGES ***
4.3.2.2.2.x
Applying JWE and JWS for encryption and integrity protection of JSON objects

Symmetric encryption using JWE:

JWE is specified in IETF RFC 7516 [12]. 

Under the assumption that the SEPPs have agreed on session keys, the encryption session keys can simply be used for encryption and there is no need for using an additional key exchange. This means that the "alg" (see [13]) parameter denoting the key exchange method is set to "dir", i.e. "Direct use of a shared symmetric key as the CEK". 

For the symmetric encryption method, the supported ones are to be defined in the JWE/JWS profile. The method is indicated in the "enc" parameter. All the supported algorithms require sending an Initialization Vector. It seems reasonable to use the AES GCM mode of operation. Because AES GCM uses AES counter mode, measures need to be taken to mitigate attacks on using constant IV. Therefore, the IV should consist of a static part that is derived together with the session keys, and a counter part that is increased at every use. Following clause 8.4 of [13], the same session key shall not be used more than 232 times.
Integrity protection by MAC using JWS:

JWS is specified in IETF RFC 7515 [11]. 
The "alg" parameter (see [13]) indicates the chosen MAC algorithm. It seems reasonable to use the HMAC family.

The desired application layer solution should also provide replay protection. This could be solved by introducing a counter in the JSON object into which the HTTP message is rewritten. The integrity protection will then hold for the counter as well. The two directions (pSEPP – cSEPP, cSEPP – p SEPP) could have separate counters. 
Integrity protection by signature using JWS:
The "alg" parameter (see [13]) indicates the chosen signature algorithm. It seems reasonable to use modern elliptic curve algorithms.
*** NEXT CHANGE ***
4.4 Conclusion
Editor’s Note: The subclause is used to conclude real issues identified and selected solutions  which needs to move into TS 33.501
Application of JWE and JWS for encryption and integrity protection of JSON objects according to clause 4.3.2.2.2.x is used as a basis for normative work.
*** END CHANGES ***

