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Decision/action requested

Endorse proposal for protection policy format. Approve pCR to living document S3-181474.
Content to be used as basis for normative text in 33.501.
2
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3
Rationale

This document proposes requirements and recommendations for the content of protection policies. The details of the format are left for CT4 work. 

As an illustration, an example for a message protection policy was given in S3-181394. We copy the example here for the ease of the reader:
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Proposal: 
0) SA3 describes requirements and gives recommendations for content of the message protection policies. The details of the format are for CT4 to decide.

This work split takes into account the different competences in SA3 and CT4. 

1) Requirement from SA3: The policy shall describe which information elements of the message are to be encrypted by the SEPPs. and which elements of the message are modifyable by the IPX provider of the PLMN that issues the policy.

This is our current understanding of the role of message protection policies. 
2) Requirement from SA3: It shall be possible to verify the authenticity of a received protection policy.

To avoid using spoofed protection policies it must be possible to verify the authenticity of a received policy. This could for example be achieved by the use of digital signatures. 
3) Requirement from SA3: To each message protection policy a scope that describes for which situation the policy is applicable shall be associated. The granularity of the scope is at least by service and by PLMN. 
This is our current understanding of the scope of message protection policies. 
4) Recommedation from SA3: Protection policies should be identifiable to be able to unambiguously refer to a protection policy. 
As an example, each protection policy could have an identifier and a version number. 
5) Requirement from SA3: The message protection policy shall be applied to the JSON object into which the HTTP message is rewritten.

It seems easier to specify information elements in a JSON object than in an HTTP message.
6) Requirement from SA3: The message protection policy may describe which kind of protection (e.g. encryption) is to be performed per information element. The message protection policy may also describe the type (e.g. SUPI) of the information element. In the latter case, there may exist a general policy that describes which kind of protection (e.g. encryption) is to be applied to information elements of this type.

Operators may wish to deploy a general protection policy that describes which protection is to be applied to which type of information element, e.g. SUPIs are to be encrypted. In this case, the specific message protection policy only needs to describe the type of an information element, not the kind of protection to be applied. However, general protection policies may not cover all cases, so it should still be allowed to indicate the type of protection in the message protection policy.
4
Detailed proposal

*** BEGIN CHANGES ***
4.3.6
Solution #6: Policies for protection on the N32 interface
4.3.6.0

General
Editor’s Note: This section has multiple options for provisioning of protection policy in the SEPP. Formatting of this clause is needed to list out the options in a readable way.
A message protection policy determines which part of a certain message shall be integrity protected, which part of a certain message shall be confidentiality protected, and which part of a certain message shall be modifyable by IPX providers. For application layer protection of messages on the N32 interface, the SEPP shall apply message protection policies.

Editor's Note: The specification of the protection policy is in scope of CT4. SA3 requires that the granularity is at service level or more fine-grained. Whether 'per subscription' is relevant, is to be discussed between SA3 and CT4. Other details are for CT4 to decide.
If the SEPP neither has nor obtains a policy applicable for a specific message, the SEPP shall apply a default policy.

Editor's Note: Which IEs are protected according to the default policy is for further study.

For the protection of a specific message, an NF may include a message protection policy applicable for that specific message into the message.

The SEPP shall retrieve a message protection policy from the NRF, if operator configuration requires, e.g. when the SEPP has no message protection policy available for a message to be sent on N32.

Editor's Note: It is for further study whether the procedure is a service offered by the NRF.
The SEPP shall also support local configuration of message protection policy, e.g., by OA&M system. Configuration may occur during initial provisioning of SEPP or through dynamic updates any time the policy needs an update e.g., due to network configuration change.
The SEPP shall send message protection policy error messages to NFs or the NRF if operator configuration requires, e.g for the case that the SEPP has no policy applicable for a specific message.

It is up to operator configuration how the SEPP behaves if more than one policy applicable for a specific message are available to the SEPP.
4.3.6.1
Format of message protection policies
The following recommendations and requirements shall be considered when selecting the format for the service protection policies:

0) SA3 describes requirements and gives recommendations for content of the message protection policies. The details of the format are for CT4 to decide.

1) Requirement from SA3: The policy shall describe which information elements of the message are to be encrypted by the SEPPs. and which elements of the message are modifyable by the IPX provider of the PLMN that issues the policy.

2) Requirement from SA3: It shall be possible to verify the authenticity of a received protection policy.

3) Requirement from SA3: To each message protection policy a scope that describes for which situation the policy is applicable shall be associated. The granularity of the scope is at least by service and by PLMN. 
4) Recommedation from SA3: Protection policies should be identifiable in order to be able to unambiguously refer to a protection policy. 

5) Requirement from SA3: The message protection policy shall be applied to the JSON object into which the HTTP message is rewritten.

6) Requirement from SA3: The message protection policy may describe which kind of protection (e.g. encryption) is to be performed per information element. The message protection policy may also describe the type (e.g. SUPI) of the information element. In the latter case, there may exist a general policy that describes which kind of protection (e.g. encryption) is to be applied to information elements of this type.

*** NEXT  CHANGE ***

4.4 Conclusion

Editor’s Note: The subclause is used to conclude real issues identified and selected solutions  which needs to move into TS 33.501

The requirements and recommendations of clause 4.3.6.1 shall be used as basis for normative text in TS 33.501. 
*** END OF CHANGES ***

