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Decision/action requested

It is proposed that the ABBA parameter should be sent to the UE with the ngKSI. 
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Rationale

SA#90bis agreed that 5GS Rel-15 shall support a general bidding-down protection between generations [1, 2]. 

The Anti-Bidding down Between Architectures (ABBA) parameter is included in the derivation of of a KAMF from the KSEAF by the SEAF as described in Annex A.7. In case the NAS Security Mode procedure is taking a KAMF derived for a KSEAF into use, the AMF shall include the ABBA parameter into the NAS Security Mode command.  

NOTE 2: The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later. Its value is set to all zero. 

In the UE side, the presence of ABBA in NAS SMC causes the UE to derive a new KAMF from KSEAF. 

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the  <the <5G key set identifier>. If the NAS Security Mode Command message contains a ABBA parameter, then the UE shall derive a new KAMF from the KSEAF as decribed in Annex A.7.

We think that introducing ABBA to NAS SMC is a more fundamental change than expected, and SA3 should re-consider this decision. In EPS, the KASME is stored in the partial security context, however, in 5GS the UE may need to re-direve the KAMF after it sees NAS SMC. 
The ABBA parameter is network-specific and thus is not expected to change, e.g. when the UE stays in the same network and as long as the network is not upgraded with a feature requiring a new ABBA value. In such case the feature change will become visible during a re-authentication procedure. The ABBA is only needed for the derivation of the KAMF from the KSEAF and hence needs to persist as long as the KSEAF does. If the KSEAF is deleted then the ABBA parameter is no longer useful. The ABBA parameter is not expected to change under the lifetime of a given KSEAF.
Including ABBA in NAS SMC does not achieve any particular security purpose. ABBA is intended to provide security above the AMF and the NAS layer. Manipulation of the ABBA value between the UE and the SEAF only leads to the failure of the NAS SMC taking the new partial context into use. Therefore, integrity protection of ABBA, e.g. by including in NAS SMC, is not actually needed.
We propose that SA3 agrees to move ABBA away from NAS SMC, and sends it to the UE together with ngKSI. This is a more appropriate place for the ABBA because the ngKSI is the identifier for the partial security context. 

4
Detailed proposal

It is proposed that SA3 endorces the principle of sending the ABBA with ngKSI. 
