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*** First Change ***
[bookmark: _Toc513201990]13.2	Application layer security on the N32 interface 
Editor’s Note: It is FFS how each JSON IE in the message is identified during parsing, and how each of these IEs need to be protected. 
 It is FFS how binary data in the message payload is identified during parsing, and how it is protected.
Details of how sensitive contents in Request-URI are identified and protected is FFS.
Details of how sensitive information in HTTP Headers is identified and protected is FFS.
Details of how the receiving SEPP verifies the message is for FFS. 
It is FFS how the receiving SEPP restores the original message from the received protected message.
Negotiation and agreement on the cipher suites between the two SEPPs is FFS.
Renegotiation of cipher suites between the two SEPPs is FFS
Key management aspects that includes key distribution and key agreement aspects are FFS.
Editor's Note: Solutions in this sub-clause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.  
Editor's Note: This sub-clause is to include solutions satisfying the requirements on e2e security in clause 5.6. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
13.2.x	Protection Policies
13.2.x.1	Introduction
A message protection policy determines which part of a certain message shall be integrity protected, which part of a certain message shall be confidentiality protected, and which part of a certain message shall be modifyable by IPX providers. For application layer protection of messages on the N32 interface, the SEPP shall apply message protection policies.
13.2.x.2	SEPP Default Policy
The SEPP shall contain an operator controlled protection policy that specifies which types of data shall be encrypted and which fields are allowed to be modified by exactly which IPX providers. The data-types defined at this moment are the following:
[bookmark: _Hlk513543066]-	Data of the type 'IMSI'
-	Data of the type 'location data'
-	Data of the type 'key material'
-	Data of the type 'other data requiring encryption'
The list of fields that is allowed to be modified shall be set to "*" and the list of IPX providers shall contain a list of FQDN of IPX providers and their public keys.
This policy shall be updateable to include new data types.
Which data types are encrypted shall be configurable by the operator.
13.2.x.3	NF API Default Policy
Each NF API shall have a default policy stating the following:
-	Which IEs contain data of the type 'IMSI'
-	Which IEs contain data of the type 'location data'
-	Which IEs contain data of the type 'key material'
-	Which IEs contain data of the type 'other data requiring encryption'
A policy shall further contain data that identifies the exact policy, namely
-	The name of the NF
-	The version
-	An identifier
The NF default policy does not specify integrity protection.
NOTE: 	Larger networks can contain multiple NFs with the same API, e.g. three AMFs. The NF API policy applies to all NFs with the same API.
13.2.x.4	Provisioning the Policy from the NF to the SEPP
The NF may contain a web service where the latest policy can be downloaded.
The SEPP shall store the policy together with the NF name, the version, and the policy identifier. The policy will have the status 'inactive', until activated by the operator.
The SEPP shall provide an interface for the operator to activate and deactivate specific policies from an NF. For one specific NF only one policy shall be active at one time.
13.2.x.5	Message specific policies
Message specific policies are not supported.
13.2.x.6	SEPP to SEPP specific policy
Two SEPPs that exchange messages will need to agree on a specific policy. In order to do so, they exchange their active policy and negotiate the minimal set of encrypted data types. The negotiation works as follows:
1,	SEPP1 sends it's active policy to SEPP2
2,	SEPP2 compares the active policy to it's own active policy to obtain a resultant policy. The resultant policy shall turn encryption off for all data types, except for those where SEPP1 and SEPP2 both have encryption turned on in their active policies.
3.	SEPP2 sends the resultant policy to SEPP1, which compares the resultant policy with it's active policy to determine that encryption is turned on only for data types for which it's active policy has encryption turned on.
4.	If SEPP1 agrees with the resultant policy, it sends an OK. If not, it sends a new policy to the SEPP2 and the process repeats.
5.	The SEPP1 and SEPP2 store the policy for later reference.
NOTE: 	Clause 4.3.7 describes a mechanism for negotiating a message level protection policies which is an equally good alternative to what is described in this clause.
*** End of First Change ***

