3GPP TSG SA WG3 (Security) Meeting #91Bis
S3-181698
21 – 25 May, 2018, La Jolla, California, USA
revision of S3-18xabc
Source:
Huawei, Hisilicon
Title:
Relocation of topology hiding
Document for:
Approval
Agenda Item:
7.6
1
Decision/action requested

It is requested to approve the proposal into TS 33.122.
2
References

 [1]
3GPP TS 33.122:  Security Aspects of Common API Framework for 3GPP Northbound APIs
3
Rationale

The TS 33.122 [1] clause 6.3.1 describes the security procedures for CAPIF-1e reference point. However, the sentence “When topology hiding is enabled, the TLS on CAPIF-2e shall terminate at the AEF that acts as the topology hiding entity.” is on CAPIF-2e reference point. Therefore, it is suggested to move topology hiding to security procedures for CAPIF-2e reference point, i.e., clause 6.5.1. The topology hiding precedure on CAPIF-1e reference point is also added.
4
Detailed proposal

*************** Start of Change 1 ****************
6.3
Security procedures for CAPIF-1e reference point 
6.3.1
Authentication and Authorization

For authentication of the CAPIF-1e reference point, mutual authentication based on client and server certificates shall be performed between the CAPIF core function and the API invoker using TLS.

Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [2], subclauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. 

TLS shall be used to provide integrity protection, replay protection and confidentiality protection for CAPIF-1e interface. The support of TLS on CAPIF-1e interface is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E.

The API invoker and the CAPIF core function shall negotiate a security method that shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. After successful mutual authentication on CAPIF-1e interface, the CAPIF core function shall choose the security method, based on the API invoker’s subscribed service APIs and access scenarios and sends the chosen security methods along with the information required for authentication of the API invoker at the AEF to the API invoker.


When topology hiding is enabled, the CAPIF core function shall respond to service APIs discovery requests with communication entry point of AEF, which exposes the service API and acts as topology hiding entity.

Editor’s Note: The following text, possibly modified, needs to be placed in an appropriate clause: “API publishing function shall inform the CAPIF core function the updated authentication and authorization method when AEF updates its authentication and authorization method. In case that AEF updates its authentication and authorization method and API invoker uses the old authentication and authorization method to invoke the northbound API, the AEF shall send a failure indication that there is a mismatch of authentication and authorization method between the API invoker and AEF to the API invoker. The API invoker shall contact the CAPIF core function to get the updated authentication and authorization method. Then the API invoker shall invoke the northbound API using the updated authentication and authorization method.”

Editor’s Note: Alignment with SA6 is needed and how authentication/authorization mechanism is updated is FFS.
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
6.5
Security procedures for CAPIF-2e reference point
Editor’s Note: This subclause will define security procedures for CAPIF-2e reference point.
6.5.1
General

Based on the selected security method by the CAPIF Core Function (c.f., subclause 6.3.1), one of the methods specified in subclause 6.5.2 shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. 

6.5.2
Authentication and Authorization 

Editor’s Note: This subclause will define authentication and authorization procedures on CAPIF-2e reference point.
6.5.2.1
Method 1 – Using TLS-PSK

The API invoker and the API exposing function shall follow the procedure in this sub-clause to establish dedicated secure session using TLS connection based on Pre-Shared Key (PSK). CAPIF-1e authentication shall be used to bootstrap a Pre-Shared key for authenticating a TLS connection for CAPIF-2e. It is assumed that both API invoker and CAPIF core function are pre-provisioned with certificates. The TLS profile as specified in Annex E of TS 33.310 [2] shall be used.
Figure 6.5.2.1-1 details the message flows between the API invoker, the CAPIF core function and the API exposing function, to establish secure CAPIF-2e interface using a pre-shared key for authentication. 
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Figure 6.5.2.1-1: CAPIF-2e interface authentication and protection using TLS-PSK
1.
CAPIF-1e authentication and secure session established as specified in subclause 6.3.1 of the present document is performed. 

2.
After successful establishment of TLS on CAPIF-1e, the API invoker and the CAPIF core function shall derive the key AEFPSK. Derivation of the key AEFPSK at the CAPIF core function may be delayed till a request for AEFPSK is received from the AEF in step 4A. 

The Key AEFPSK shall be bound to an AEF and shall be derived as specified in Annex A. 

3.  The API Invoker shall send Authentication Initiation Request to the AEF, including the API invoker ID. When topology hiding is enabled, the TLS on CAPIF-2e shall terminate at the AEF that acts as the topology hiding entity.
4.
The AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PSK: AEFPSK) to the AEF over CAPIF-3 reference point. 

5.  After fetching the relevant security information (AEFPSK) for the authentication, the AEF shall send Authentication Initiation Response message to API invoker to initiate the authentication procedure.

6.  The API Invoker and the AEF shall perform mutual authentication using the key AEFPSK and establish TLS session over the CAPIF-2e. 

After successful establishment of TLS on CAPIF-2e reference point, the API exposing function shall authorize API invoker’s service API invocation requests based on authorization rights obtained from CAPIF core function as specified in clause 8.16 of TS 23.222 [3].

6.5.2.2

Method 2 – Using PKI 

The API invoker and the API exposing function shall follow the procedure in this sub-clause to establish dedicated secure session over CAPIF-2e using TLS based on certificate based mutual authentication. It is assumed that both API invoker and API exposing function are pre-provisioned with certificates.
Figure 6.5.2.2-1 details the message flows between the API invoker, the CAPIF core function and the API exposing function related to this security method. 
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Figure 6.5.2.2-1: CAPIF-2e interface authentication and protection using certificate based mutual authentication

1.  The API invoker shall send Authentication Initiation Request to the AEF, including API invoker ID. When topology hiding is enabled, the TLS on CAPIF-2e shall terminate at the AEF that acts as the topology hiding entity.
2.  The AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PKI) to the AEF over CAPIF-3 reference point. CAPIF core function may return API invoker’s root CA certificate for the AEF to validate the API invoker’s certificate.

3.  After fetching the relevant security information for the authentication, AEF shall send Authentication Initiation Response message to API invoker to initiate the TLS session establishment procedure.
4.  Then the API Invoker and the AEF shall perform mutual authentication using certificates and establish TLS session over the CAPIF-2e as specified in subclause 6.3.1 of the present document.

After successful establishment of TLS on CAPIF-2e reference point, API exposing function shall authorize the API invoker’s service API invocation requests based on authorization rights obtained from CAPIF core function as specified in clause 8.16 of TS 23.222 [3].

6.5.2.3
Method 3 – Token Based authorization

This method details establishment of secure channel over CAPIF-1e, CAPIF-2e reference points, and use OAuth 2.0 [4] token based mechanism to authorize and honour API invoker’s API invocations to API exposing function. Figure 6.2.2.3-1 details security information flows between the API invoker, the CAPIF core function and the API exposing function. It is assumed that both API invoker and CAPIF core function are pre-provisioned with certificates.
As per OAuth 2.0 [4], the CAPIF core function shall perform the functionalities of Authorization and token protocol endpoints, the API invoker shall perform resource owner, Client and redirection endpoints functionalities, and API exposing function shall perform resource server function. The API invoker client (Client endpoint) shall be registered as confidential client type, authorization grant type as client credentials, access token is bearer type (RFC 6750 [5]) and based on JWT (JSON web token). 


[image: image3.emf]8. Response Northbound API 

invocation

API invoker CAPIF core function

API exposing 

function

1. CAPIF-1e Authentication and secure session establishment

7. Verify Access 

Token, authorization 

claims in token, 

execute Northbound 

API request.

3. Verify access token 

request 

5. TLS connection established

6. Invoke Northbound API with Oauth 2.0 Access Token

2. OAuth 2.0 based access token request. 

4. Respond  with Oauth 2.0 Access Token 


Figure 6.2.2.3-1: CAPIF-2e interface authentication and protection using Access Tokens
1.  CAPIF-1e authentication and secure session established as specified in subclause 6.3.1 of the present document is performed. 

2.  After successful establishment of TLS session over CAPIF-1e, to invoke service API, the API invoker shall request CAPIF core function for access token grant as per OAuth 2.0 [4] specification. The request shall include API invoker ID and Onboard_Secret as “client_id” and “client_secret” parameters, respectively, in the OAuth access token request message.
3.  The CAPIF core function shall verify the grant request from the API invoker as per OAuth 2.0 [4] specification based on credentials (“client_id” and “client_secret”) in the request message.

4.  Post successful access token grant request verification by the CAPIF core function, the CAPIF core function shall generate an Access Token for the API invoker. The access token shall be encoded as a JSON Web Token as specified in IETF RFC 7519 [6], and shall be protected by the JSON signature profile as specified in IETF RFC 7515 [7]. CAPIF core function shall share the generated access token with the API invoker.  

5.  On CAPIF-2e, the API invoker shall establish TLS session with API exposing function based on server (AEF) side certificate authentication or if CAPIF core function indicated to perform client and server certificate-based mutual authentication, then API invoker shall establish TLS session with API exposing function based on certificate based mutual authentication. When topology hiding is enabled, the TLS on CAPIF-2e shall terminate at the AEF that acts as the topology hiding entity.
6.  On CAPIF-2e, the API invoker shall invoke 3GPP northbound API to the API exposing function. Access token received from the CAPIF core shall be sent along with API invocation request as per OAuth 2.0 [4].

7.  The API exposing function shall validate the access token as per OAuth 2.0 [4], IETF RFC 7519 [6] and IETF RFC 7515 [7]. If validation is successful, the AEF shall verify the API invoker’s Northbound API invocation request against the authorization claims in access token.

8. After successful verification of access token and authorization claims of the API invoker, the requested API shall be invoked and appropriate result of the API invocation is sent as a response to the API invoker.

*************** End of Change 2 ****************
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