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1
Decision/action requested

Propose to specifically indicate that NF Service consumer just mutually authenticates with NRF, not register in NRF.
2
References

[1]
S3-181487
3
Rationale

NF Service consumer does not register in NRF as it does not have services that need to be discovered, it is the NF Service producer that need to register in NRF.

4
Detailed proposal

******************* START OF CHANGES *******************************************
******************* CHANGE 1 based on living CR S3-181487 ****************************
13.4.1.1
Service access authorization within the PLMN

…………
Access token request during NF service discovery

The NF service discovery procedure between NFs and NRF in the same PLMN as defined in clause 4.17.4 of TS 23.502 [8]. It may be used as the underlying procedure by the NF service consumer to obtain access token from the OAuth 2.0 server (NRF).
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Figure 13.4.1.1-1: NF service consumer obtaining access token during NF service discovery

Pre-requisite:

a.
The NF Service producer that will be discovered has been registered with the NRF (Authorization Server) 

b.
The NRF and NF service producer share the required credentials when token validation is performed by the NF service producer.

c.
The NRF and NF Service consumer have mutually authenticated, as described in clause 13.3.

1.
The NF service consumer invokes Nnrf_NFDiscovery_Request (Expected NF service Name, NF Type of the expected NF instance, NF type of the NF consumer) from NRF in the same PLMN. As an OAuth 2.0 client the NF service consumer also shall send its client id (i.e. NF Instance Id) in the request message as described in clause 4.4.2 of [43]. 

2.
If the NRF decides that NF service consumer can be authorized (based on the information sent by the NF service consumer sent in the discovery request), the NRF shall generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in [45].

The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the NF Service Producer (audience), authorized services (scope) and expiration time (expiration).

Editor’s Note: Additional claims in the token are FFS.

3. The access token is included in Nnrf_NFDiscovery_Request Response message.

Access token request independently before service access

The NF service consumer may also obtain an access token before service access using the following procedure. Pre-requisite of this procedure is the same as in obtaining access token during NF service discovery.
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Figure 13.4.1.1-2: NF service consumer obtaining access token before NF service access

1. The NF service consumer requests an access token from the NRF. It includes the client id, expected NF service name, NF types of the expected NF instance and NF consumer. 2. Step 2 from the “Access token request during NF service discovery” procedure. 

3. The token is included in the response sent to the NF service consumer.

******************* CHANGE 2 based on living CR S3-181487 *******************************
13.4.1.2
Service access authorization in roaming scenarios 

……………….
Access token request during NF service discovery

The NF service discovery procedure between NFs and NRF across different PLMNs is defined in clause 4.17.5 of TS 23.502 [8]. It may be used as the underlying procedure by the NF service consumer in the vPLMN to obtain access token from the OAuth 2.0 server (hNRF) in the hPLMN.
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Figure 13.4.1.2-1: NF service consumer obtaining access token during NF service discovery (roaming)

Pre-requisite:

a.
The NF Service producer that will be discovered has been registered with the hNRF (Authorization Server).

b.
The hNRF and NF service producer share the required credentials when token validation is performed by the NF service producer.

c.
The two NRFs have mutually authenticated each other, as well as the vNRF and the NF Service consumer have mutually authenticated each other.

1.
The NF service consumer invokes Nnrf_NFDiscovery_Request (Expected NF service Name, NF Type of the expected NF instance, NF type of the NF consumer, home and serving PLMN IDs) from its NRF in the same PLMN. As an OAuth 2.0 client the NF service consumer shall send its client id (i.e. NF Instance Id) in the request message as described in clause 4.4.2 of [43].

2.
The NRF in serving PLMN identifies the NRF in home PLMN (hNRF) based on the home PLMN ID, and requests “Discovery” service from hNRF as described in clause 4.17.5 of [8]. The vNRF forwards the parameters it obtained from the NF service consumer, including NF service consumer type, to the hNRF.

3.
If the hNRF decides that NF service consumer can be authorized, the hNRF shall generate an access token with appropriate claims included. The hNRF shall digitally sign the generated access token based on a shared secret or private key as described in [45].

The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the NF Service Producer (audience), authorized services (scope) and expiration time (expiration).

4.
The access token is included in Nnrf_NFDiscovery_Request Response message.

5.
The vNRF forwards the Nnrf_NFDiscovery_Request Response message to the NF service consumer.

Obtaining access token independently before NF service access

The NF service consumer may also obtain an access token for use in the roaming scenario using the following procedure. Pre-requisite for this procedure is the same as in obtaining access token during NF service discovery
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Figure 13.4.1.2-2: NF service consumer obtaining access token before NF service access (roaming)

1.
The NF service consumer invokes Access Token Request (Expected NF service Name, NF Type of the expected NF instance, NF type of the NF consumer, home and serving PLMN IDs) from NRF in the same PLMN. As an OAuth 2.0 client the NF service consumer shall send its client id (i.e. NF Instance Id) in the request message as described in clause 4.4.2 of [43].

2-3.
Same as steps 2 – 3 in “Access token request during NF service discovery” procedure.

4.
The access token is included in Access Token Response message to the hNRF.

5.
The vNRF forwards the Access Token Response message to the NF service consumer.

Service access request based on token verification

Same as in the non-roaming scenario in 13.4.1.1.

******************* END OF CHANGES *******************************************
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