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1
Decision/action requested

It is proposed to approve the changes in clause 6.4 for inclusion in TR 33.811.
2
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3
Rationale
This contribution adds an evaluation to the NSST confidentiality protection solution. It also makes some editorial corrections.
4
Detailed proposal
*************** Start of Change 1 ****************
6.4


Solution #3.2: Confidentiality protection of NSST

This solution assumes that an NSST will be created using a structured format (e.g XML). The confidentiality protection is provided using encryption during transmission, on-boarding and storage of the NSSTs.
6.4.1
Introduction
This solution addresses the confidentiality protection requirements in KI#3
6.4.2
Solution details
This solution describes the procedures used to confidentiality protect an NSST during the life-cycle of an NSST.
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Figure 6.4.2-1: Procedure for confidentiality protection of NSST

The steps of the procedure are described as follows:

1. During the setup of the network design environment an NSST confidentiality key is on-boarded into the NSSMF. The NSST confidentiality key should be stored in tamper-resistant storage.

2. The NSST is produced in the network design app.

3. If  the NSST is on-boarded to the NSSMF over a communication link, the communication link should be a secure connection (e.g using TLS 1.2 or higher)

4. The NSST is on-boarded to the NSSMF using the secure connection.

5. The NSSMF encrypts the NSST using the confidentiality key on-boarded in step 1.

6. The encrypted NSST is stored in the NSST store.

7. The NSSMF receives an order for an NSSI in the network slice subnet creation phase.

8. The NSSMF fetches the NSST from the NSST store.

9. The NSSMF decrypts the NSST using the confidentiality key on-boarded in step 1. 
6.4.3
Evaluation
This solution describes a procedure that confidentiality protects an NSST through its life cycle which fulfils the security requirements (for confidentiality) in KI#3. The solution does not specify which confidentiality algorithm to use, but a recommendation is to use file encryption based on AES with at least a 256 bit key size.  
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