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1
Decision/action requested

To approve this pCR for the CAPIF-Sec specification TS 33.122
2
References

3
Rationale

Onboarding enrollment information should not come from the Service API.  Instead, it should come from the API service provider domain.  This process is out of scope so we do not need to define which entity inside the API service provider domain actually provides it to the API invoker or CAPIF core (i.e. SA3 doesn’t need to specify the AEF, APF or AMF, etc.).
Also, provisioning of onboarding enrollment information is a pre-requisite to the onboarding procedure, so the message sequence diagram should be updated to make it a “step 0” instead of “step 1”.
The API Invoker does not authenticate/authorize with each Service API (*if it does, this is specific to the service API and out of scope for CAPIF).  Instead, the API Invoker authenticates and authorizes with the AEF prior to a northbound API establishment request.  Which service API is requested is irrelevant to AEF authentication and authorization, except that it is verified that the API Invoker has authorization (from the API Invoker profile) to request the service API.
This pCR proposes updating clause 6.1 to reflect the above changes.

4
Detailed proposal

********************* Start of 1st change *************************
6.1
Security of API invoker onboarding
The API invoker and the CAPIF core function shall follow the procedure in this subclause to secure and authenticate the onboarding of the API invoker to the CAPIF core function.  The API invoker and the CAPIF core function shall establish a secure session using TLS.  
With a secure session established, the API Invoker sends an Onboard API Invoker Request message to the CAPIF core.   The Onboard API Invoker Request message carries an onboard credential obtained during pre-provisioning of the onboard enrollment information, which may be an OAuth 2.0 [4] access token.  When the OAuth 2.0 token based mechanism is used as the onboarding credential, the access token shall be encoded as JSON web token as specified in IETF RFC 7519 [6], shall include the JSON web signature as specified in IETF RFC 7515 [7], and shall be validated per OAuth 2.0 [4], IETF RFC 7519 [6] and IETF RFC 7515 [7].   Other credentials may also be used (e.g. message digest, etc).
Figure 6.1-1 details the security information flow for the API invoker onboarding procedure.  The OAuth 2.0 token based authentication credential is shown in this example.
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Figure 6.1-1: Secure onboarding of API invoker
Editor’s Note: Onboarding procedure using generic client certificate provided by API invoker is for FFS.
1.
As a prerequisite to the onboarding procedure, the API invoker obtains onboarding enrollment information from the API provider domain. The onboarding enrollment information is used to authenticate and establish a secure TLS communication with the CAPIF core function during the onboarding process. The enrollment information includes details of the CAPIF core function (Address, and Root CA certificate) and includes an onboarding credential (the OAuth 2.0 [4] access token). 
NOTE:  The procedure used to obtain the enrollment information by the API invoker is out of scope of this specification. 
2.
The API invoker and CAPIF core function shall establish a secure session based on TLS (Server side certificate authentication). The API invoker shall use the enrollment information obtained in step 1 to establish the TLS session with the CAPIF core function.

3.
After successful establishment of the TLS session, the API invoker shall send an Onboard API invoker request message to the CAPIF core function along with the enrollment credential (OAuth 2.0 [4] access token). The API invoker generates the key pair {Private Key, Public key} and provides the public key along with the Onboard API invoker request. 

4.
The CAPIF core function shall validate the enrollment credential (OAuth 2.0 [4] access token). 

5.
If validation of the credential (the OAuth 2.0 [4] access token in this example) is successful, the CAPIF core function shall generate an API invoker’s profile as specified in TS 23.222 [3] which may contain the selected method for AEF authentication and authorization between the API Invoker and the AEF (see clause 6.5.2). The CAPIF core function may generate the API invoker’s certificate on its own, for the assigned API invoker identity and public key. This certificate shall be used by the API invoker for subsequent authentication procedures with the CAPIF core function and may be used for establishing a secure connection and authentication with the API Exposing Function. The CAPIF core function may optionally generate an Onboard_Secret if the subscribed Service API uses Method 3 (as specified in clause 6.5.2.3 of the present document) for CAPIF-2e security. The Onboard_Secret shall be bound to the CAPIF core function specific API Invoker ID. 
6.
The CAPIF core function shall respond with an Onboard API invoker response message. The response shall include the API invoker’s ID, AEF authentication and authorization information, API invoker’s certificate and the API invoker Onboard_Secret (if generated by the CAPIF core function).
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