3GPP TSG-SA WG3 Meeting #91Bis	 		S3-181997
La Jolla (US) 21-25 May 2018

Title:	Reply LS on security for inactive state
Response to:	R2-1806457
Release:	Rel-15
Work Item:	5GS_Ph1-SEC

Source:	SA3
To:	RAN2
Cc:		
Contact Person:	
Name:	Ahmad Muhanna
Tel. Number:	+1-972-814-8203
E-mail Address:	ahmad dot muhanna at huawei dot com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

[bookmark: _GoBack]Attachments:	


1. Overall Description:
SA3 thanks RAN2 for the LS on security for inactive state. 

SA3 discussed the RAN2 agreements, working assumptions, and detailed solution call flow regarding RRC inactive state transition security. 

SA3 would like to confirm that RAN2 working assumptions and agreement meet all SA3 security concerns and requirements that were listed in SA3 reply LS (S3-181450). 

However, SA3 requires that UE shall not use the same key between the UE and two different physical end-points, as for example in Figure 2 in the RAN2 reply LS (R2-1806457), where the same KRRCint is used between the UE and the last serving gNB (in step 2) and between the UE and the target gNB (in step 7). Based on the current RAN2 working assumptions and agreements, SA3 sees at least two different alternatives to achieve key separation and avoid same key reuse in two different nodes.
a) using old KgNB (KRRCint) for security token in MSG3 between UE and source cell, and new KgNB* for everything else including UL/DL data and MSG4 between UE and target cell. 
b) using new KgNB* (KRRCint) based on the value of the NCC and source cell physical properties for security token in MSG3 between UE and source cell, and a newer key based on target cell physical properties (KgNB**) for everything else including UL/DL data and MSG4 between UE and target cell. In this variant, source gNB verifies security token using new key KgNB* and sends a newer key KgNB** derived horizontally from KgNB* to the target gNB. 

2. Actions:
To RAN2 group.
ACTION: 	
1. SA3 kindly requests RAN2 to take into account SA3 feedback as described above and inform SA3 of their decision on key separation.

3. Date of Next TSG-SA WG3 Meetings:
SA3#92	                20-24 August 2018			Dalian, China
SA3#92Bis	                24-28 September 2018			Harbin, China

