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1
Decision/action requested

To approve this pCR for the CAPIF-Sec specification TS 33.122
2
References

3
Rationale

The functional relationship of onboarding, authentication, authorization and secure communications with the API Invoker, the CAPIF core, and the AEF requires further clarity and documentation.  This pCR proposes a security flow for documenting the functional authentication and authorization relationship between the API Invoker, CAPIF core and AEF over the CAPIF-1e and CAPIF-2e reference points.
The onboarding flow is proposed in a separate pCR.

4
Detailed proposal

********************* Start of 1st change *************************
5.3 
Authentication and authorization
CAPIF authentication and authorization may be separated into CAPIF-1e authentication and CAPIF-2e authentication and authorization.  Figure 5.3-1 shows the functional security flow for CAPIF-1e authentication while figure 5.3-2 shows the functional security flow for CAPIF-2e authentication and authorization.
Prior to starting the security flow for either CAPIF-1e or CAPIF-2e authentication and authorization, successful onboarding of the API Invoker has taken place.
In figure 5.3-1, the security flow starts with the API Invoker establishes a TLS connection to the CAPIF core over the CAPIF-1e interface per clause 6.3.  Successful TLS establishment results in the opportunity for the CAPIF core to transfer CAPIF-2e AEF authentication and authorization information to the API invoker.  After transfer of the CAPIF-2e AEF authentication and authorization information to the API invoker, the TLS session is released and the CAPIF-1e security flow ends.
In the case that either the CAPIF-1e TLS session or API invoker authentication procedure fails, the API Invoker authentication is rejected, AEF authentication and authorization information is not transferred to the API Invoker, and the TLS session with the API Invoker is closed.
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Figure 5.3-1: CAPIF-1e authentication
Figure 5.3-2 shows the security flow for the CAPIF-2e interface.  Successful CAPIF-1e authentication and AEF authentication information (as a minimum) is needed for the API invoker to communicate with the AEF.
The security flow begins when the API Invoker makes an authentication request to the AEF.  The AEF receives the request and attempts to authenticate the API Invoker.  If the AEF does not possess the authentication information to authenticate the API invoker, the AEF may query the CAPIF core for it.  If authentication of the API invoker is successful, then a TLS session is established.  If authentication of the API invoker fails, the security flow ends.
If authentication of the API invoker is successful, then based on the interested service API, the API Invoker makes a northbound API request.
The AEF attempts to validate the northbound API request. If the AEF does not possess the authorization information for the requested service API, the AEF may query the CAPIF core for it.  If validation of the northbound API request is successful, the northbound API is serviced.
Upon completion of the northbound API action(s), the secure session is torn down, and the security flow ends.
If the AEF cannot validate the northbound API request, the AEF rejects the northbound API request, tears down the secure session, and ends the security flow.
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Figure 5.3-2: CAPIF-2e authentication and authorization
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