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Decision/action requested

Approve pCR to SBA living document S3-181474
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Rationale

In the last meeting, issues with TLS and routing were discussed [1] and three solution proposals were added to the living document [2], clause 4.3.8.
Ericsson believes that the solution option "Using local SEPP FQDN in request URI" described in [2], clause 4.3.8.3, is preferable, because it allows TLS to work in natural way. 
NOKIA: But this puts an additional burden on SEPP and NF.
Option "TLS tunnel or VPN from NF to SEPP" would require setting up a separate secure tunnel between NF and SEPP. Furthermore, if QUIC replaces HTTP2 in Rel-16 this option becomes inapplicable. Option "Bump in the TLS" would require the SEPP impersonating a remote PLMN. 

As the option "Using local SEPP FQDN in request URI" has impact to SA2 and CT4, SA3 can only recommend a choice of solution option.  A corresponding LS draft is provided in S3-181827.
An alternate option that hopefully doesn’t impact SA2 or CT4 is to use NDS/IP (IPSec) between a Network function and the SEPP within a PLMN. The NF would setup a IPSec connection with its local SEPP and subsequently use the secure connection for all subsequent HTTP exchanges with SEPP. There is no need to use HTTPS or TLS between NF and SEPP. HTTP messages may be sent in cleartext over the IPSEc connection.
This doesn’t alter our requirement to use TLS between NFs within a PLMN. This just impacts NF’s interaction with the SEPP.
This seems to be proposed as option 2 in [1].
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pCR to living document S3-181474
*** BEGIN CHANGES ***

4.4 Conclusion
Editor’s Note: The subclause is used to conclude real issues identified and selected solutions which needs to move into TS 33.501
For Key issue #2: Inter-PLMN routing and TLS, solution option "Using local SEPP FQDN in request URI" of Solution #8 is SA3's recommendation for normative work. 
*** END CHANGES ***

