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**** Begin changes ****
13.2
Application layer security on the N32 interface 
Editor’s Note: It is FFS how each JSON IE in the message is identified during parsing, and how each of these IEs need to be protected. 
 It is FFS how binary data in the message payload is identified during parsing, and how it is protected.
Details of how sensitive contents in Request-URI are identified and protected is FFS.
Details of how sensitive information in HTTP Headers is identified and protected is FFS.
Details of how the receiving SEPP verifies the message is for FFS. 
It is FFS how the receiving SEPP restores the original message from the received protected message.
Negotiation and agreement on the cipher suites between the two SEPPs is FFS.
Renegotiation of cipher suites between the two SEPPs is FFS
Key management aspects that includes key distribution and key agreement aspects are FFS.

Editor's Note: Solutions in this sub-clause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.  

Editor's Note: This sub-clause is to include solutions satisfying the requirements on e2e security in clause 5.6. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
13.2.x
Initial handshake between SEPPs
Editor’s Note: Section 13.5 currently specifies the procedure for security capability negotiation between SEPPs. It needs to be merged under the initial handshake procedure.

13.2.x.1
General

The initial handshake allows the SEPPs to mutually authenticate each other and negotiate the security mechanism to use over N32 and associated security configuration parameters. 
The two SEPPs mutual authenticate each other based on client and server certificates using TLS [x]. Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a. 
A secure connection is established between the two SEPPs which provides confidentiality protection, integrity protection and replay protection of all traffic exchanged between the SEPPs.
The two SEPPs perform security capability negotiation to determine the security mechanism to use for protecting NF service related signalling over the N32 interface.
If the selected N32 protection mechanism is to use Application Layer Security at the HTTP layer, the two SEPPs exchange security related configuration parameters that are needed by the SEPPs to protect service layer messages (HTTP messages) exchanged between the two Network Functions (NF) in their respective networks.
Following security related configuration parameters are exchanged between the two SEPPs:

a. Protection policy – Protection policy captures home operator’s guidance on how to protect individual parameters in HTTP messages addressed to it, including which parameters to encrypt etc. 

b. Cipher suites for confidentiality and integrity protection when Application layer security is used to protect HTTP messages between them.

c. Diffie Hellman parameters – This is needed if shared secret key is required to be generated for confidentiality or/and integrity protection.
Editor’s Note: Whether supported confidentiality protection and integrity protection methods need to be negotiated is FFS.


NOTE: (c) is required when a shared secret is needed for symmetric encryption or MAC based integrity protection.
13.2.x.2
Procedure
1.
The two SEPPs mutually authenticate each other and setup a secure TLS connection between them.

2.
 The SEPP which initiated the TLS connection sends a Capability Negotiation Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32. 

3. The responding SEPP compares the received security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both initiating SEPP and responding SEPP.
4.
The responding SEPP sends a Capability Negotiation Response message to initiating SEPP including selected security mechanism for protecting the NF service related signalling over N32.

5.
If the selected security mechanism is to use Application Layer security, the initiating SEPP sends a Parameter Exchange Request message with some or all of the parameters listed above.
6. The responding SEPP shall store the protection policy information sent by the initiating SEPP, 
7.
The responding SEPP sends a Parameter Negotiation Response message to initiating SEPP including its provisioning policy and the selected values for the parameters sent in message 5.
8.  The initiating SEPP shall store the protection policy information sent by the responding SEPP, 
**** End of  changes ***


