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1
Decision/action requested

It is proposed to conclude that SA3 recommend to RAN2 the reuse of OMA LPPe for the ciphering of broadcasted position data.
2
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S3-181550 / R2-1806308 - Reply LS to SA3 on encryption of broadcast positioning information
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S3-173296 - Ciphering of Broadcast Assistance Data, Qualcomm Incorporated
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OMA LPPe: "LPP Extensions Specification", Open Mobile Alliance.
[5] 
R2-1804788 -  Addition of broadcast of positioning assistance data, Qualcomm Incorporated
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Rationale

In [2], SA3 requested feedback from RAN2 on the following two solutions that was discussed in SA3#89:

Solution 1: Re-use the security solution from OMA LPP-e as described in S3-173296

Solution 2: Create a new solution based on the ideas presented in S3-173373
In [2], SA3 further stated the following:

“SA3 thinks both solutions can provide security to assistance data broadcast. To aid SA3 decision on the way forward SA3 kindly asks RAN2 to evaluate the two solutions based on RAN2 requirements.”
RAN2 has now provided their response in [1]. Based on RAN2 response, it can be concluded that there is no strong motivation to design a new solution, as sketched in Solution 2, that supports the use of hierarchical keys for the ciphering of broadcasted positioning data.
Therefore, it is proposed that SA3 recommend to RAN2 the adoption of OMA LPPe as described in S3-173296 as the solution for ciphering of broadcasted data.
In addition, the details on how to generate D0 shall be specified in the suggested solution to avoid reuse of initial vectors. 

D0 refresh
In S3-173296, it is stated that:

“The value for D0 can be different for different broadcast messages to ensure that the counters derived from C1 for any message can be different to the counters for any other message. “ 

Proposal 1: The above should be made a requirement:
“The value for D0 shall be different for different broadcast messages to ensure that the counters derived from C1 for any message can be different to the counters for any other message. “ 

D0 construction

To avoid D0 reuse, it is recommended in S3-173296 that:

“The value for D0 can be different for different broadcast messages to ensure that the counters derived from C1 for any message can be different to the counters for any other message. However, a long SIB message (or a segmented SIB message as described later) would require the use of consecutive counter values C1 to Cn, where n is the SIB message size in bits divided by 128 (and rounded up). There would then be a danger of small changes in the value of D0 for ciphering of different SIB messages (e.g. D0 being chosen as 1 larger than a previous D0 value) reusing previous counter values which could make breaking the ciphering slightly easier. To avoid this, it can be recommended that the values of D0 differ from another by large values or that D0 contain a large number of least significant bits (LSBs) set to zero (e.g. at least 16 zero LSBs).”

Proposal 2: The above recommendation of 16 bits should be made a requirement:
“….To avoid this, the values of D0 shall differ from another by large values. This can be achieved by D0 containing at least 16 least significant bits (LSBs) set to zero.”
D0 padding

The size of D0 is 128 bits. For every message, a new D0 is transmitted. To minimize data overhead, there seams to be an option to send a shorter D0 value and pad it to 128 bits. In R2-1804788, it is stated that:

“if the d0 field contains less than 128-bits:


pad out the bit string with zeroes in more significant bit positions to achieve 128 bits, denoted D0;”

This statement is somehow contradictory to the statement above where the least significant bits shall be zeroised. It would be a better solution to pad least significant bits in order to save bandwidth while transmitting D0. 
Proposal 3: Suggest to pad least significant bits of D0 instead of most significanst bits of D0 (change compared to R2-1804788).

4
Detailed proposal

It is proposed that SA3 adopt the reuse of OMA LPPe solution as described in S3-173296 for the ciphering of broadcasted assistance data and inform RAN2 of SA3 decision. 
A draft response is provided in S3-181785. The proposals in clause 3 of this document shall be added to the draft LS.
