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1	Decision/action requested
This contribution proposes that certificate-based N3IWF authentication is is an optional to use network-controlled operator decision.
2	References
[1]	S3-180941 "Resolving Editor’s Note on N3IWF authentication", Lenovo, Motorola Mobility
[2]	RFC 5998 "An Extension for EAP-Only Authentication in IKEv2", P. Eronen et al.
3	Rationale
3.1	Introduction
At SA3#90bis a pCR [1] was approved which added certificate-based N3IWF authentication for IKEv2 in non-3GPP access in TS 33.501. 
Figure 7.2.1-1 from TS 33.501 is shown below for reference. 



Figure 7.2.1-1 fom TS 33.501: Authentication for untrusted non-3GPP access

3.2	Analysis of certificate-based N3IWF authentication
Threats of non-3GPP access compared to 3GPP access
The threat in [1] was described as follows: “If the UE cannot authenticate the N3IWF directly at the beginning of the communication, then there is a risk that the UE would detect a fake N3IWF only at a late stage in the procedure. IKEv2 alloes to send a certificate in the CERT payload of the AUTH request from the N3IWF, which would enable the UE authenticates the N3IWF identity.”
In IKEv2 the IKEv2 responder (N3IWF in this case) can be authenticated two times. First time with a certificate in the first IKE_AUTH response message (step 4) and second time in the last IKE_AUTH exchange using the key resulting from the EAP authentication (step 14). Step 14 is the final step before the IPsec tunnel is set-up. Therefore, a fake N3IWF will be detected during the last IKE_AUTH exchange (after NAS SMC) before any data is sent over the IPsec tunnel. When comparing the situation to registration and authentication over 3GPP access the corresponding AN node, namely gNB, will be authenticated during AS SMC procedure (after NAS SMC) before any data is sent over data radio bearers. Therefore, authenticating the N3IWF only at step 14 would be comparable to 3GPP access. I.e. the same NAS messages would be exposed to a possible fake AN node in 3GPP access (fake gNB) and non-3GPP access (fake N3IWF). 
According to [1], NAS messages between steps 5 and 13 carrying Registration request, authentication messages and NAS SMC procedure need protection in the form of server-side authenticated channel over non-3GPP access. 
It has been mentioned that N3IWF is reachable from the internet and therefore extra protection is needed compared to a 3GPP base station. The IKE_SA_INIT procedure establishes an integrity protected and encrypted but unauthenticated channel between IKEv2 peers. (More precisely, the channel is unauthenticated until the IKE_SA_INIT exhance is later authenticated with an IKE_AUTH exchange which also authenticates the IKEv2 responder.) A fake N3IWF needs to act as an active attacker on the path between the UE and the real N3IWF. The fake N3IWF could relay IKEv2 messages (including NAS messages) between the victim UE and real N3IWF until step 14 when it will be detected. It has been mentioned that this could open a greater MitM and DoS attack surface compared to 3GPP access since the attacker could be anywhere in the internet although the fake N3IWF cannot access or modify protected messages (e.g. NAS SMC) since it does not have the needed keys.  
There are two distinct aspects where certificate-based N3IWF authentication could be useful. However, as described below, they are already covered by other measures in 5G. 
IMSI catching: A fake N3IWF could try to do IMSI catching by luring the victim UE to send its IMSI in clear within the unauthenticated IKE channel. However, this is not possible in 5G due to privacy enhancements by sending SUCI instead of SUPI. 
Serving network authentication: The N3IWF certificate could provide serving network authentication, which was one of its purposes in TS 33.402 for non-3GPP access to EPC. However, as EAP-AKA’ instead of EAP-AKA is used in 5G for non-3GPP access, serving network authentication is already covered. 
Conclusion: In general, it can be said that authenticating the N3IWF sooner is more secure than authenticating later, but the security benefit is measured by the severity of the threat which the solution would mitigate. In particular, the security benefit should be compared to the complexity and cost of the solution. 
We still believe it's beneficial for the UE to authenticate the N3IWF before sending to N3IWF any NAS PDUs. Without this authentication, the UE may send a NAS Registration Request, a NAS Service Request and AN Parameters (S-NSSAI, GUTI, etc) to any malicious element pretending to be an N3IWF.
RFC 7296 states: “An implementation using EAP MUST also use a public-key-based authentication of the server to the client before the EAP authentication begins, even if the EAP method offers mutual authentication.  This avoids having additional IKEv2 protocol variations and protects the EAP data from active attackers.”

Challenges with certificate-based N3IWF authentication
The solution in [1] implies that the UEs need to be able to validate the certificate of the visited network N3IWF, and a root certificate distribution mechanism from the VN to the UE or PKI needs to be in place. It can be noted that in non-3GPP access to EPC, the ePDG (node corresponding to N3IWF) is authenticated with certificate to the UE, but it has not been specified how the ePDG root certificates are provisioned to the UEs.
The certificate (or a chain of certificates) increases the packet size significantly and it has been noticed in real deployments that some non-3GPP access networks have problems with large packet sizes and packet fragmentation and consequently discard packets and authentication fails. The issue with packet sizes has been recognized by CT1 (see e.g. for 24.502 v0.5.0 section 7.1).
Conclusion and proposal: On one hand, the non-3GPP access may impose an increased threat landscape, and on the other hand, the counter-measures to mitigate the threat can become quite complex to deploy. 
It is therefore proposed that N3IWF authentication with certificates is an optional to use network-controlled operator decision. 
IP fragmentation should be avoided since some networks may drop IP fragments. But IP fragmentation this is NOT needed for large IKE packets because the IKE protocol itself performs fragmentation as per RFC 7383. In other words, the IKE layer will fragment the large IKE_AUTH message that carries the N3IWF's certificate (which can be 2KB large) and the IP layer will not perform fragmentation. From past research experiments with IKE, the IKE_AUTH message was fragmented into 5 pieces (with 554 bytes max size).
So, the argument that large IKE packets should be avoided because they can lead to IP fragmentation, is NOT a valid argument. Large IKE packets are fragmented by the IKE layer (not by the IP layer).
How to implement the operator option to send N3IWF certificate?
The following options are foreseen.
1) One alternative is to use RFC 5998 [2], which defines a mechanism where the certificate-based N3IWF authentication can be omitted if both the UE and N3IWF support and are willing to use the EAP_ONLY_NOTIFICATION. 
2) Another alternative is to use the same mechanism that was introduced in S3-181506 in last meeting to TS 33.402 where the IKEv2 responder (i.e. N3IWF in this case) sends the certificate only it the certificate was requested by the UE. 
A problem with 1) and 2) is that they are both UE controlled and the operator (i.e. the network) does not have control when they are used. In addition, alternative 2) does not seem to follow RFC 7296 since sending the CERT payload from the IKEv2 responder is not conditional to receiving a CERTREQ payload first. E.g. RFC 7296 says: 
3.6	Certificate Payload

   The Certificate payload, denoted CERT in this document, provides a
   means to transport certificates or other authentication-related
   information via IKE.  Certificate payloads SHOULD be included in an
   exchange if certificates are available to the sender. 

We agree that this alternative is conflicting with RFC 7296 since beside above quotation it further states “the processing of a CERTREQ should be seen as a suggestion for a certificate to select, not a mandated one.” 
[bookmark: _GoBack]So, even when the UE sends the CERTREQ, the IKEv2 responder is not mandated to send back a certificate.

3) Another alternative is that the N3IWF, based on operator’s decision, does not send the certificate (e.g. for UEs connecting via a certain non-3GPP access network). This would allow operator control for the use of certificates and it seems to be allowed by the RFC (see above).  
4	Detailed proposal
Conclusion: Based on the analysis above, it is therefore proposed that 
1) N3IWF authentication with certificates is an optional to use network-controlled operator decision.
2) Accompanying CR implementing the change in TS 33.501 is agreed.
The UE authenticates the ePDG by receiving an ePDG certificate. TS 33.402 states "Public key signature based authentication with certificates, as specified in RFC 5996 [30], shall be used to authenticate the ePDG." TS 24.302 states "...the UE authenticates the network by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402."
If ePDG certificates are good and have been deployed, then N3IWF certificates should be equally good and deployable.
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