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1. Overall Description:

SA3 would like to thank CT1 for defining protected and authenticated message types within its specification. SA3 has updated its specification to reflect this change (S3-181903).
In Rel-15, SA3 has defined an optional MCData message type that may be attached to signalling flows. This is known as the Element for Authenticating Requests (EAR). 

To explain the purpose of an EAR, consider a signalling message that causes a change to a target MC client. There are a number of these privileged request, including the particularly intrusive 'Ambient Listening' request. Based on the network setup, it may not be possible for the receiving MC client to know that the privileged request originated from a legitimate source. An example of this is shown in Figure 1. 
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Figure 1: Justification to attach EAR to signalling message
Without some form of authentication, there are significant security risks that are akin to those that exist over international signalling links. 
The solution as defined by SA3, is to attach an optional additional authenticated MIME payload to a signalling request, known as an Element for Authenticating Request (EAR) payload. The EAR payload contains details of the origin, target and type of request and is signed to prevent modification. The EAR payload is independent of the signalling message, meaning that normal modification of signalling as part of the call flow procedure is not impacted by the addition of an EAR payload. This is shown in Figure 2.
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Figure 2: Signalling request with EAR payload
For full details of EAR procedures, please see Clause 9.6.5 and Annex J of TS 33.180. SA3 would welcome any feedback from CT1 on these procedures.
As a stand-alone security message, SA3 has defined the format of the EAR to follow the MCData message format defined in Clause 15 of TS 24.282. Correspondingly EARs have a message type IE. Also, EARs have an optional 'request' sub-payload that requires an IEI type value.

SA3 requests that CT1 defines a value for the EAR message type and an IEI for the 'request' sub-payload.
Note that the EAR is always authenticated, hence bit '8' of the message type value will be set to '1'. 

2. Actions:

To CT1 group.

ACTION: 
SA3 kindly ask CT1 to consider the EAR procedures and define a message type value for the EAR payload.
3. Date of Next TSG-SA WG3 Meetings:

SA3#92
20-24 August 2018

Dalian (China)
SA3#92Bis
24-28 September 2018

Harbin (China)
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